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HED

lient: Connection reset by peer

2=0x7f3025431889 code=0x50000 ection with an open transaction

5 uid=0 gids=0 5524294967295 subj=system_u:sys lient: Connection reset by peer

2=0x7f30a5446171 code=0x50000 lient: Connection reset by peer

5 uid=0 gid=0 s05=4294967295 subj=system_u:sys ection with an open transaction

>=0x7fddd911b889 code=6x50000 lient: Connection reset by peer

"5 uide0 gid=0 ses=4294967295 subj=system_u:sys ection with an open transaction

0x7fddd9136171 code=0x50000 lient: Connection reset by peer

=5 uid=0 gid=0 ses=4294967295 subj=system_u:sys ection with an open transaction

»=0x7f202d609889 code=0x50000 lient: Connection reset by peer

5 uid=0 gid=0 5¢5=4294967295 subj=system_u:sys ection with an open transaction

P T 2 sYS ip=0x7f5958b37889 code=0x50000 lient: Connection reset by peer
Dec 10 15:10:36 justa-build kernel: type=1326 audit(1575996636.459:384002439): auxd 429496!295 uid=0 gid=0 5524294967295 subj=system_u:sys ection with an open transaction

S —/ = I_I _~|+ :I:? tem_r:container_runtime_t:s0 pid=21676 comm="node" sig=0 arch=c000003e syscall=332 compat=0 i1p=0x7f5958b4cl7l code=0x50000 lient: Connection reset by peer
D -L ~ m i \ ,I ~ B / \ \ Dec 10 15:10:36 justa-build kerne type=1326 audit(1575990636.819:384002440): auid=4294967295 uid=0 gid=0 505=4294967295 subj=system_u:sys ection with an open transaction
. - = / l—l d tem_r:container_runtime_t:s0 pid=21684 comm="node" sig=0 arch=c000003e syscall=324 compat=0 i1p=0x7fa26787¢889 code=0x50000 lient: Connection reset by peer

Dec 10 15:10:36 justa-build Kernel: type=1326 audit(1575990636.872:384002441): auid=4294967295 uid=0 gid=0 505=4294967295 subj=system_u:sys ection with an open transaction

ﬁ tem_r:container_runtime_t:s0 pid=21684 comm="node" sig=0 arch=c000003e syscall=332 compats0 ip=0x7f2267893171 code=0x50000 lient: Connection reset by peer
? i I| ,\ H Dec 10 15:10:39 justa-build Kernel: type=1326 audit(1575990639.749:384002442): ouid=4294967295 uid=0 gid=0 ses=4294967295 subj=system_u:sys ection with an open transaction

tem_r:container_runtime_t:s0 pid=22139 comm="node" sig=0 arch=c000003e syscalls324 compat=0 1ps0x7f4f450fd889 code=0x50000 lient: Connection reset by peer

Dec 10 15:10:39 justa-build kernel: type=1326 audit(1575990639.787:384002443): auid=4294967295 uid=0 gid=0 5e5=4294967295 subj=system_u:sys lient: Connection reset by peer

3 D E 7 tem_r:container_runtime_t:s0 pid=22139 comm="node" sig=0 arch=c000003e syscall=332 compat=0 ip=0x7f4f45112171 code=0x50000 lient: Connection reset peer
. Il_,\ E n[u\ . Dec 16 15:10:41 justa-build kernel: type=1326 audit(1575990641.402:384002444): auid=4294967295 uid=0 gid=0 5524294967295 subj=system_u:sys lient: Connection reset peer

tem_r:container_runtime_t:s0 pid=22272 comm="node" sig=0 archsc000003e syscall=324 compat=0 1p=0x7f237fe6f889 code=0x50000 lient: Connection reset peer

:I: - E 7 Dec 10 15:10:41 justa-build kernel: type=1326 audit(1575990641.436:384002445): auid=4204967295 uid=0 gid=0 se5=4294967295 subj=system_u:sys lient: Connection reset peer
D D I LY Z mil tem_r:container_runtime_t:s0 pid=22272 comm="node" 5ig=0 arch=c000003e syscall=332 compat=0 ip=0x7f237fe84171 code=0x50000 lient: Connection reset peer
* Il—l Dlt_l\ . Dec 10 15:10:41 justa-build kernel: type=1326 audit(1575990641.943:384002446): auid=4294967295 uid=0 gid=0 ses+4294967295 subj=system u:sys lient: Connection reset peer

tem_r:container_runtime_t:s0 pid=22303 comm="node" sig=0 arch=c600003e syscall=324 compat=0 ip=0x7ff7b38c5889 code=6x50000

Dec 10 15:10:41 justa-build Kernel: types1326 audit(1575990641.984:384002447): auid=4294967295 uid=0 gid=0 sess4294967295 subjssystem_u:sys nitoring": {"metrics”
tem_r:container_runtime_t:s0 pid=22303 comm="node" sig=0 arch=c000003e syscall=332 compat=0 ip=0x7ff7b38dal7l code=0x50000 {"ticks™:1143011,"¢ti
Dec 10 15:10:43 justa-build kernel: types1326 audit(1575990643.154:384002448): auid=4294967295 uid=0 gid=0 ses=4294967295 subj=system_u:sys 46816, "memory_alloc":

\ ﬁ.—\—l 7:\ | W S A Y E — tem_r:container_runtime_t:s6 pid=22329 comm="node" sig=0 arch=c000003e syscall=324 compat=0 ip=0x7fda39bb4889 code=0x56000
AN X_lkb D ﬁ Dec 10 15:10:43 justa-build kernel: type=1326 audit(1575990643.205:384002449): auid=4294967295 uid=0 gid=0 sesv4294967295 subj=system_u:sys d":1,"published":50,"total":51},"q
A 7" ’ l ) q:l l — EEJ\ I tem_ricontainer_runtime_t:s0 pid=22329 comm="node" 5ig=0 arch=c000003e¢ syscall=332 compat=0 1p=0x7fda39bc9171 code=0x50000 sstat": { nts":1,"success":1},"1

s":25,"success":25},"process_summa
E:t \ \ \ — 1445 TO0U 20
Z: 20414 packer 20
TS } | \ I” I
crJJ —Ll— o 11657 root 20 1591476 74048 30572

1033100 TiLepeal 5":12,1548,"5":2.083,"norm": {"1%:0.,2391,"15":0.
9251 root 20 2149492 46696 3400

o

<] 207:01.05 heartbeat

0 {"monitoring”: {"metrics": {"beat":{"c
0

20961 packer 20 © 2348260 457708 8680

<]

0

0

40108314 Jo108 OJ408

2204836 484268 8832

162:23.02 metri ?beat 662}, "user”: {"ticks":1143500, "time": {"ms" : 489}
15185:31 containerd gc_next":25381968, "memory_alloc":17019480, "mem
208:10.76 heartbeat nning":0}},"output”: {("events”: ("acked":42,"bat
ive" "published" S ":42),"
7457 packer 20 1084444 84636 9340 269:25.76 apm-server :y::( :,’, L ..;' wc:i’,:‘:;;:‘.,,:t:",,:‘:::-"m,
21763 root 20 1045920 64308 6028 15:32.99 metricbeat t_summary":{"events":3,"success":3}}},"systea"
5190 root 20 1003968 22008 8328 81:30.15 heartbeat
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ﬁ * Exception snippets: try-catch blocks
Axins * Return-value-check snippets: function-return errors
B+ 1 - 2
try { var res =
method(:-); method(:);
} if (res == null) {
catch (IOException) log(:-*);
{ ..
log(*+); }
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HE
fzipgy 2008-11-11 03:41:48 Received block blk_90 src:

/10.251.30.6 dest: /10.251.30.6: of size 67108864

LOG.info("Received block " + block +

" src: " + remoteAddress +
Log Parsing " dest: " + localAddress +
" of size " + block.getNumBytes());

i blk_90 -> Received block * src: * dest: * of size *3
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HE&iLRFENm > TS £ FR K, #ld
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AR TR (8 &2 <= T E N\ SF R

------------------------------------------------------------------------------------------
*

ol public void processDisconnect(Channel client) {

s 2] String clientID = NettyAttrManager.getAttrClientId(client);
s 3 cleanWillMessage(clientID);

14 client.flush();

: 5] client.close().addListener(CLOSE);

*
-------------------------------------------------------------------------------------------

FES#HL: AEENMNELFEAREKIEG: Line#4

*
*

FESH2: BESEMNASER: LOG.Info()
FELE#3: IEEASEMNAEEEE: "Disconnect successful, clientID: {}"
1] public void processDisconnect(Channel client) {
: 2] String clientID = NettyAttrManager.getAttrClientId(client);
' 3] cleanWillMessage(clientID);
=1 LOG.info("Disconnect successful, clientID: {}", clientID);
: 5] client.flush();
: 6] client.close().addListener(CLOSE);
71}

g
-
-------------------------------------------------------------------------------------------
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H 10\13§

------------------------------------------------------------------------------------------

' 1| public void processDisconnect(Channel client) {

FEEH3: IEFEENBESEA: "Disconnect successful, clientID: {}"

------------------------------------------------------------------------------------------

1] public void processDisconnect(Channel client) {

: 2] String clientID = NettyAttrManager.getAttrClientId(client);
' 3] cleanWillMessage(clientID);

=1 LOG.info("Disconnect successful, clientID: {}", clientID);
: 5] client.flush();

: 6] client.close().addListener(CLOSE);

711

-------------------------------------------------------------------------------------------

/DD ﬁ!&iﬁ!ﬁ'ﬂéﬁfﬁ “@“

(

*
.

s 2] String clientID = NettyAttrManager.getAttrClientId(client);
: 3] cleanWillMessage(clientID);
: 4 client.flush();
: 5] client.close().addListener(CLOSE);
161}
FESHL: EREEMMNELHABERIEG: Line#4
FESH2: REGENHTEFR: LOG.Info()

*
.

L4
*
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3. SRFHEAS AR T :

' 1| public void processDisconnect(Channel client) {

s 2] String clientID = NettyAttrManager.getAttrClientId(client);
S S SN T > S ) : 3 cleanWillMessage(clientID);
1%24%?@7f/£‘%%17b¢5{§ éﬁ a%n/fé E&j—ﬁ%ir’%’l,ﬁgo : 4: client.flushgg; : :
“ ~ . gL YL S S s . . + 5 client.close().addListener(CLOSE);

B b, X EARTIMAMBERT —LBREKRGYT |
_E— e R e LR R L R i
=, )2 FESHL: EEENMBMEADTEE: Line#

TESH#2: REGENHEFR: LOG.Info()

FEEH3: IEFEENBESEA: "Disconnect successful, clientID: {}"

------------------------------------------------------------------------------------------

- XA ARYE B & & AR AL LT LA B EF A
AR A AL B b, RIERA LT SRR B EE S

1] public void processDisconnect(Channel client) { b
: 2] String clientID = NettyAttrManager.getAttrClientId(client);

' 3] cleanWillMessage(clientID);

=1 LOG.info("Disconnect successful, clientID: {}", clientID);

: 5] client.flush();

/f\‘:? =, IVJ]Zb g‘%/f bﬂ(éﬁ }% = E}Fi\:]:r }L{Lﬁli‘j;‘%,)r&, _‘%_ “;SI} client.close().addListener(CLOSE);
gid%%{‘ﬁlfxﬁyx%}ﬂo ------------------------------------------------------------------------------------------
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» (EHREAEDAHEE: BEFT

1. iﬁ[&{ﬂ% n..\/ sﬁff./i'ﬂﬁ

R B & RAZA B AN &0 SRR T 2.
<~ =~ _ . iy
Xﬁ_ﬂ:'f% é}iﬁ/i—‘% =2 EJ ':&7}%#&/&* ]‘;] E] ':l‘C} ,% éfﬁq? él] #%://m:‘ 2023-01-14 23:05:14 INFO: Reading data from /user/input/file.txt
S > . 2023-01-14 23:05:14 DEBUG: Setti block si to 1919810
X&- VAR A %%"jﬁ;}iéu o 1 For 2023-01-14 23:05:14 INFO: sgttigg regiic:iign ?actor to 4
2023-01-14 23:05:14 ERROR: /user/input/file.txt does not exist

S . . SR

b N &« » &« » A= M- y

B /EJ— 7 E] 'i % ’/f[‘-“:]? ’ ClOSG ﬁp Open —UTF]b ;E/ﬁg 757}7% Date Time Level [Template ‘ Parameters

)f)i é’] _,.é'g AN & I 0o ’E ,m é@ ;]ga; )f)i ;ﬂ- }fL A~ ];—,] g,/q $'ﬁ" /g . 2023/1/14|23:05:14 | INFO  |Reading data from <> ['/user/input/file.txt']

2023/1/1423:05:14 | DEBUG [Setting block size to <+> 1919810']

, [
- AL B AL, “Close” fn “Open”'@‘ﬁ% SAE A B BK [2003/1/14]23:05:14 | INFO_[setting replication factor to <+>|[4]
IJ _,..,ng \ th '{]uo ?4]] éy\jp]]] 4&% ]3] "‘%’f% ‘:F é/] Z: F;-] E’:Ef_%{ﬁo 2023/1/14]23:05:14 | ERROR |<*> does not exist ['/user/input/file.txt']

\ilﬂ"'ﬁ?‘%ﬂ &M T iR TR 4 A BARE SLIAT AT, B
WAES R %2 EERINBRE,

AIRZHERE T & 2 T A AR NiDD A stsmsnzEs
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» (EHREAEDAHEE: BEFT

2. i UBITE R B ZITHENMRIBHENBE

SR SZATIHEAEAAE LM B ENER T 2REX,
%ﬁ%ﬁfﬁﬁﬂ%%%ﬁﬁkﬂwﬁ%oﬂ A%

2023-01-14 23:05:14 INFO: Reading data from /user/input/file.txt
. g . p
2023-01-14 23:05:14 DEBUG: Setting block size to 1919810

1 E17:5®:30% ml':gir: cannot create g@rectory ';Eome;teamﬁresu%ts}: File existsl 2023-01-14 23:05:14 INFO: Setting rep'l_j_catj_on factor to 4
2| [17:50:30] mkdir: cannot create directory '/home/team7/results/terasort': File exists a7 . . . - . .
3| [17:50:30] mkdir: cannot create directory '/home/team7/results/bayes': File exists 2023-01-14 23:05:14 ERROR: /user/lnPUt/flle‘tXt does not exist
4| [17:50:30] mkdir: cannot create directory '/home/team7/results/pagerank': File exists .
5/ [17:50:31] Traceback (most recent call last): ) ) ?E*@%ﬁﬁ v
6 File "/HiBench3/bin/functions/load_config.py", line 713, in <module> :
7 load_config(conf_root, workload_configFile, workload_folder, patching_config) Date Time Level 'Tenwplate Parameters

i " /Hi i i ig.py" i , i d_ fi . . - . '
Bl e T3/ oad config-py, line 217, in load config 2023/1/14]23:05:14 [ INFO _ [Reading data from <+> [/user/input/file.txt]
10 File "/HiBench3/bin/functions/load_config.py", line 641, in generate_optional_value 2023/1/14123:05:14 | DEBUG Setting block size to <*> [1919810]
11 probe_masters_slaves_hostnames() - : -
12 File "HiBench3/bin/functions/load_config.py", line 577, in probe_masters_slaves_hostnames 2023/1/14123:05:14 | INFO Setting rep||Cat|on factor to <*> [ ]
13 probe_masters_slaves_by_Yarn() .
14 File "/HiBench3/bin/functions/load_config.py", line 528, in probe_masters_slaves_by_Yarn 2023/1/14]23:05:14 | ERROR |<*> does not exist [/User/mpUt/ﬂle tXt]
15 assert 0, "Get workers from yarn-site.xml page failed.

16| AssertionError: Get workers from yarn-site.xml page failed.

17| [17:50:32] Parsing conf: /home/team7/HiBench3/conf/hadoop.conf

18| [17:50:32] Parsing conf: /home/team7/HiBench3/conf/hibench.conf

19| [17:50:32] Parsing conf: /home/team7/HiBench3/conf/spark.conf

20| [17:50:32] Parsing conf: /home/team7/HiBench3/conf/workloads/micro/terasort.conf
21| [17:50:34] display configuration commit list

22 |
23| No. CommitId Label User TimeStamp

2| e

251 1 1001225122 td-begin_backroll root 2022-11-20 17:50:32
26| 2 1001225121 - root 2022-11-20 17:50:31
27 | e

[1] ESEC/FSE’23 Hue: A User-Adaptive Parser for Hybrid Logs
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3. SRT LA S AR
~ w2 » E%
'Li?fl’%j\%—?%% Q %1'5'»1)){7}@ %ﬁg‘#ﬁ'%ﬂ;ﬂd ’ ?\%\\% E] /:"C} ‘/)l]) :?;ﬂ‘ 2023-01-14 23:05:14 INFO: Reading data from /user/input/file.txt
S s . N 2023-01-14 23:05:14 DEBUG: Setti block si to 1919810
5”5"?/: %B&}A%”Lﬁ:i%}@ﬂ'} o 17 4rDrain [2] ﬁi& Tﬁﬂ TAB K : | 2023-01-14 23:05:14 TNFO: sittiﬂg regﬁciign ?actor to 4
2023-01-14 23:05:14 ERROR: /user/input/file.txt does not exist

o ¢ CH LB v
1 }% ﬂ:‘ I:] $4¢ él] E] n ‘/);] ;ﬁjﬂ ]:] éﬁ E] :E Date Time Level [Template Parameters
2 E] & /#] 8. le. FJ‘ é/] ‘?-'l‘ﬂ %Ig Q—Tﬁ }% %7}%}%&\1’;] 3”5 f{}i 2023/1/14| 23:05:14 | INFO Reagling data from <> ['/user/input/file.txt']

2023/1/14123:05:14 | DEBUG |Setting block size to <#> ['1919810"]
2023/1/14]23:05:14 | INFO  |Setting replication factor to <*> |['4']
2023/1/14| 23:05:14 | ERROR |<*> does not exist ['/user/input/file.txt']

X AR X A Proxifier 3|38 & E N JL-FER L. B
Proxifier L &K BE T 94, AR E EASENILE

[2] ICWS’17 Drain: An online log parsing approach with fixed depth tree
[3] ISSRE’23 Loghub: A Large Collection of System Log Datasets for AI-driven Log Analytics
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generating core.217 generating core.<*>

generating core.89 generating core.<*>

FATAL data error interrupt. —L L FATAL data error interrupt. —=—>| E2 T —O - — ——

machine check register: ©x0@ | | machine check register: <*> | I qio

| | !

I I I
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5+ 1
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2. UEN B FHIEAN

ERFRTFAY, 0T LSRG B R AR S0 2
T4, HEGEFRFFHEXEHDARLHM

Case 1: W'
[Creating and opening new * channel factory j a @Q\
[Creating and opening new x channel factory for bindingId * ]

Case 2:
[{"Result" :* "BaseHash":* UploadHash":* TipHash":* NewTipHash":x }

R 121

[MiniMerge: {"Result":* "BaseHash":* UploadHash":* TipHash":* NewTipHash":* }

Case 3: = = ]
"

(PutSharedRemoteServicelocation - Entering with inputs [LocationType: * ]
[SrsLocation: [Server: x ] [Cluster: * ] [Session: * ] [BackupServer: * ] [Back-
\upSession: * ] [Environment: * ] [IsADocumentSession: * ]] [IsClear: * ]

(PutSharedRemoteServicelocation - Entering with inputs [LocationType: * ] )

[SrsLocation: [Server: * ] [Cluster: x ] [Session: x ] [BackupServer: * ] [Back-
upSessmn * ] [Environment: * 1] [IsClear: * ]

5+ 1

[4] ESEC/FSE’19 Robust Log-Based Anomaly Detect10n on Unstable Log Data
AR SRR R £ EHN BZ R AY ﬁ%ﬁ%ﬂﬂ%ﬂi
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G s (5 GShard Publicly Available
2021 HUAWE|
o | =) PLUG AI21 yyrassic-1
GPT-3 @/ e €2 labs
Codex @ 3AAI CPM-2
J FL AN BEFTR
T0 O 910 —— {5 LampDA
Anthropic l@ \ vur Yuan 1.0
A HypercLOVA i A O apnacoac
WebcpT@ P
e \ o Chinchilla
Ernie 3.0 Titan o’ InstructGPT @ 2022 CodeGeex
\ e o Sparr:
Gopher @) CodeGen O s C BN (.\ Pythia
~ (= €
GLaM G MT-NLG =. OPT 09 7 i o Beis 4 srslVlCllllI
0 -
GPT-NeoX-208 [} / QO vam G FanPalM @ poGer
S Huawel
Luminous
BLOOM O GLM 0 Tk-Instruct Aj2 \ / ’\( (5 Bard
mTo O Cohere @ NLLB 0Q LLaMA
AlexaTM a x ¥ g \ g
BLOOMZ e — 11-12 2023 |
O i —
Galatica (X) /\ |
OPT-IML () ChatGPT @ GPT4 @

B RAER AR, BELEHATHINGG RAE, Bp T AIEAE

A RABEE e fr N, A ] KABLEL 69 52 RAEZAE 7
*ERIE EEAY (AMIEEHEE: MIBRFIRE)

AR ER iR & £ EHE N\ BF AT NDD An+w¢m7i§z$nn§%;?‘

Al* software Devel@ent Dlgltal stlmmlt -~ L o
(



» BESITRINIE: KiESHRE

....................................................................................................................................................

L N mzmriee BEN i
MRS | wrrrEern [l SRR
: RIER | 2
Hik mewmis [l E=eas LT
TN masw RN srrmm BEN rvimm BN Romm
N . 1000+GPU ||  1-1006GPU ||  1-1006PU ||  1-100GPU
| EoEUSHE | XGSNSNR || XESNSEE | RESNISHD

she EARR B B TN 4R 69 KA R W R 69 1R 42 4m = 2K
*EEIRE EEAY (RAVEIESHE: MILEISE)

ALK SHER 8 2 T A\ BP0 R £ DD Arg#mesES




HEDAE: Kig
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CPM-21%7 2021 £ 6 A 1980 12 - BE A 2.6 J71Z Token
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» BESITRINIE: KiESHRE

Metrics
Aggregatable

HER— X ESHIRR

ﬁmaﬁkian‘kﬁig’iamﬁ{d E]ukﬁﬂiz_ﬁ’%.
THE X, 15 1F &0 UREIE . T iE AR 3%,
7 7]‘%*‘1’?%% ¥ CRAR#EARAF) W ARELEX
FraeiE: AR A GH BRI, mISATE T A K
Voo XAEAF B ESHTT AR A KA BFAX 15 2 4R 3%
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Tracing

Request
scoped

Logging

Events
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» BESITRINIE: KiESHRE

B &R {UF R XA RS TR i pusii?\./Oid setTemperature(Integer temperature) {

logger.debug("Temperature set to {}. O0ld temperature was {}.", t, 0ldT);
if (temperature.intValue() > 50) {

2B E&NR. BEMIT. B

F‘l}}}_éﬁ\ 3{;7?; 5 ;ﬂéészﬁ, —jf‘]:—%?}\ ; logger.info("Temperature has risen above 50 degrees.");

Fodm B AR A LR YE (RBRE )

&) o BAER B ESHTRRA I

ji#%?ﬂ Hj’4jﬁlééﬁ4ﬁ iﬁﬁ%fiﬂﬁ 11 @ [setTemperature] DEBUG Wombat - Temperature set to 61. Old temperature was 42.
é@:j71éyo 2| @ [setTemperature] INFO Wombat - Temperature has risen above 50 degrees.
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------------------------------------------------------------------------------------------
*

' 1| public void processDisconnect(Channel client) {
s 2] String clientID = NettyAttrManager.getAttrClientId(client);
n..\'lf.i : 3 cleanWillMessage(clientID);

: 4 client.flush();
: 5] client.close().addListener(CLOSE);

*
------------------------------------------------------------------------------------------

éﬁﬂﬁﬁﬁ#l ‘_I,_ lEE/]'T_LEL:I}EE)\E L.'Ln/_.l Line#4

HorBir#2: RESEMNBATER: LOG.Info()
My HERE3: IEEREENEESER: "Disconnect successful, clientID: {}"

------------------------------------------------------------------------------------------

1] public void processDisconnect(Channel client) {

B, R GFRAFIHEANEGENH EES .

H &IUR B A7de T
1. PRI ¥ &1 8 ’iy‘é%?ﬁ“‘ WBAIL A B EF

*
*

: 2| String clientID = NettyAttrManager.getAttrClientId(client);
T o2 3L oo/ j:.bb B ' 31 cleanWillMessage(clientID);
2' 1'%11?.?6:}7&\5’7 E] AN Fjb )ﬂ )J: ﬁ‘ﬁl Z— r] éﬁ $/{+ &éiF? =1 LOG.info("Disconnect successful, clientID: {}", clientID);
= 3 3 X 1~ = / : 5] client.flush();
3' 7}:'1: /E/TJC E] 'U%)U"& ’ l/:’k("/ }L‘ N 'U %'] LH j\avﬁk(‘éﬁ }Féé 1 6l client.close().addListener(CLOSE);
71} g

-------------------------------------------------------------------------------------------
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---------------------------------------------------------------------------------------------------------------------------------------------------

f<11ne0> public void processDisconnect(Channel client) {

i<linel> String clientID = NettyAttrManager. getAttrCllentId(cllent),
i<line2> cleanWillMessage(clientID);

i<line3> client.flush();

i<lines4> client.close().addListener(CLOSE);

=<11ne5> }

-
‘. -
------------------------------------------------------------------------------------------------------------------------------------------------

%

------------------------------------------------------------------------------------------

P TESHL: ERBENAEMENRSE: Line#4 o eueaesesessasseasssaeanaesesnesasag et sngestaeaspessesnananasasssasaenenassns i e nenes e iR e e e een et Lre e e s e nemeeset se s e A BOROHORre e e e Oese s an A A Bree,
P P50 REABNESES: L06. Tnfo() 14 <[ine3> 106, info(\'Disconnect successful, clientID: {}\", clientiD); !
RS H3: IR AENASEA: "Disconnect successful, clientID: {}" :

L4
--------------------------------------------------------------------------------------------

Unilog 2 & — AN F L T X5 3 (in-context learning, ICL) 49 B &0 RIEZR, AT H W
Mﬂ%m& ¥Prh B EILFM Moy ESR—HER— Ai$i&ﬁ% 3% B 3 o 5%
A .&38 %,

[5] ICSE’24 UniLog: Automatic Logging via LLM and In-Context Learning
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EHI1’E H lb\13§;§* Uni LOg

* /' \= 4 ] AY ‘9
JF—— ) ey samples 1. UniLog{s | 475 #LH],
“. — . . :.‘ Instruction <Examples> <Labels> Query#l Ground-truth#1 .‘E ﬂ: #T ﬁP 4i E é@ ‘}ﬁ ‘9]'] 43? Xﬁp E]
, E ELStructurlng & Flattenlng j Instruct::Lon <Examples> <Labels> Query#2 Ground-truth#2 3 X
‘ -/ é r: Instruction <Examp}es> <Labels> Query#3 Ground:truth#3 : 'u 7«‘? ‘7 éﬁ i)&4j‘§ Qﬁ/\ﬁ X$

i Instruction <Examples> <Labels> Query#N Ground-truth#N

- E ‘Iir..?[n.l?.t..;t.?[n.l?}f.t.e""..I""""""""""""".: .................................................................... g i}q—&‘4£%

<Instruction>

. E Example: <structured and flattened code snippet>
ir_ Random = 1 Label: <line#> <log statement>

sampling E ; Example: fstructured and flattened code snippet> é LLM 2. UniLOgéA,— Xﬂ‘_g:/l\Query éﬁ j}’%

Label: <line#> <log statement>

Qu;ry <structured and flattened code snippet> '.g XJE , Q %ﬁ 4&#@ % I}‘:ﬁi/r}aprompt

. Souer ........................................................... New prompt T_—j_.o Inference N M
%kNN comparison “:;:L‘Structuring & Flattening, ° ‘_ #ﬂa‘] }\7}:%‘-}2!
v : : :
(/) </> ® 0 0 7y »i  Instruction <Examples> <Labels> Query

o @ @ 3 UniLogid it [ LA 49 1CL

New code snippet

. . 22 - . y <) N
bli d D t(Channel client) { : $ j—\ ﬁl ;* .}ﬁ r i _j:l".
iz ;Er\llﬁ; c?iggﬁs iSlflglgl‘zslittrM:zggercg:‘:zttr(:llentld(cllent) . Line ID and logglng statement Y *‘?‘ X j:% ] X /f i )\ fb\h\‘ ’ v 1//( 1

cleanWillMessage(clientID);

-Warmu .Inference client.flush(); <line4> LOG.info("Disconnect successful, clientID: {}", clientID); !F - N =1_.)
[ P client.close().addListener(CLOSE); ; 7 % %ﬁ é‘ E] 'ﬂ‘é ‘I/EJ o %./XO

!

[5] ICSE’24 UniLog: Automatic Logging via LLM and In-Context Learning
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Example code snippet

................................................................................................................................................... : Structured logging Statement

{'public void processDisconnect(Channel client) { B S SRS S S AT S S S e R

: String clientID = NettyAttrManager.getAttrClientId(client); {"<11ne3> L0G.1nfo(\"Disconnect successful, clientiD: {}\", clientiD);:

e e e _|'> .........................................................................................................................................................................

LOG.info(\"Disconnect successful, clientID: {}\", clientID); ;

: client.flush(); : Prompt template Instruction

§ } Client-close()-addListener(CLosE); g ‘..IIIIIIIIIIIIIIIIIIIII.IIIII..IIIIIIII.I.IIIIIIIIIIII....’ ..................................................

9 ; D 4

.......................................................... e E EInStoictone — ) .
Structuring Structured code snippet —=®Example: <structured and flattened code snippet> : : select <line#>

s s St . Label: <line#> <10g statement> 4 E : ) and

L vineds public void processDisconnect(Channel client) { :| = Example: <structured and flattened code snippet> E insert log level

i<linel> String clientID = NettyAttrManager. getAttrCllentId(cllent) i Label: <line#> <log statement> - and :

i<line2> cleanwlllMes?a)lge(c11entID), : s . LOg errb0511ty mesnsage

i<line3> client.flush . : : - after <line#> :

S lineh elient tlaeel) aaditistener(elosE): ' Query: <structured and flattened code snippet> : ]

;'.<1ines> } ‘..lllllllllIlllllIlllllllllllllllllllllIIIIIIIIIIIIIIIIIII‘. R ETITeeTi e TaseurIEToTrerYaTsLEe Y 228
Flattening Flattened and structured code|snippet

..................................................................................................................................................................................................................................................................................................................................................................................

§<lineo>public void processDisconnect(Channel client) {\n<linel>String clientID = NettyAttrManager.getAttrClientId(client);\n<line2>cleanWillMessage(clientID); \n<line3>client.flush();\n<line4>client.close().addListener(CLOSE); \n<line5> }§

BN T — 5 B HAKER AT BARRDH LR TR AD A 5L 25 R

[5] ICSE’24 UniLog: Automatic Logging via LLM and In-Context Learning
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Warmup

Instruction <Examples> <Labels> Query#1l
~ Instruction <Examples> <Labels> Query#2

Instruction <Examples> <Labels> Query#3
- Ground-truth#1
. . Gr d-truth#2
Fine-tuning ounc-tru

Ground-truth#3
Query#1l
| Query#2
Query#3
- Supervise
Output Prediction#l
Large Language Model > prediction#2
—p . . .
Input (Parameter Adjustable) Backward Prediction#3
:Training data :Ground-truth :Query prediction

[5] ICSE’24 UniLog: Automatic Logging via LLM and In-Context Learning
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» JEHATAE: UniLog3SRiT(#

Method PA. LA MA CLA CMA BLEU
LANCE-Full 60.2 604 13.7 73.2 214 N/A
LANCE-Best 654 662 169 768 243 N/A

UniLog-w/o warmup 66.5 66.8 20.2 75.7 28.7 245
UniLog-w/ warmup 769 723 224 779 28.1 27.1

Uniloga B &2 E. BEF L. B LY 84 E LA L
AT A T AU B &35 78 X 69 Baselines,

[5] ICSE’24 UniLog: Automatic Logging via LLM and In-Context Learning
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el publlc class A {
o protected List<Blob> loadBlobs(List<Map<String, String>> blobInfos) {
log.debug("Loading blobs from the file system: " + blobInfos);
List<Blob> blobs = new ArraylList<>();
for (Map<String, String> info : blobInfos) {
File blobFile = new File(cacheDir, info.get("file"));
Blob blob = new FileBlob(blobFile);
blob.setEncoding(info.get("encoding"));
blob.setMimeType(info.get("mimetype"));
blob.setFilename(info.get("filename"));
blob.setDigest(info.get("digest"));
blobs.add(blob);
}
log.debug("Loaded blobs: " + blobs);
return blobs;

: Prediction :Ground-truth

[5] ICSE’24 UniLog: Automatic Logging via LLM and In-Context Learning
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EHATAE: LARE&E /A6

A&
=+
E lb\ﬁg*ﬁ: 2023-01-14 23:05:14 INFO: Reading data from /user/input/file.txt

2023-01-14 23:05:14 DEBUG: Setting block size to 1919810
2023-01-14 23:05:14 INFO: Setting replication factor to 4

EP ’ #i%ﬂl H 137}:;‘%';)%&, /]—%‘«‘F f‘:’j—’#}zg F] ,ﬂ‘\-} féif_;]:ﬁ—ﬁ éfé,-‘#’zg ij!'i;}}%o 2023-01-14 23:05:14 ERROR: /user/input/file.txt does not exist

SR v
Date Time Level [Template Parameters
+ 47 £ - . 2023/1/14123:05:14 | INFO  |Reading data from <> ['/user/input/file.txt']
N 74
= ﬁﬁt;}ﬁ— éﬁ EJ #T‘ﬁ T . 2023/1/1423:05:14 | DEBUG |Setting block size to <> [(1919810"]
I.3EBAEGAEIFSARIALDEESEE)D, 2023/1/14] 23:05:14 | INFO _[Setting replication factor to <> | [4]
. 2023/1/14 23:05:14 | ERROR |<*> does not exist ['/user/input/file.txt']
2.8 & %sub 7}’74% BIEHF P 0 EZIEEA

AR ShER (R & 2 T 3\ BSR4 ND A'*M*%W“@n
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» RHAT{E:

Offline Stage.
Log Sources |
——=—
\ J i

Y

DPP Sampler

HERE T ;§7KD|VL09

Labeled Examples

Online Stage

Message: purgelnterval set to 0
Template: purgelnterval set to <*>

@ Example Permutation

/

v
T A
‘:\ o ®- |e»
Prompt Formatter | - O*O ® - - | i
A U !

LLM
@) Raw Output

O Filtering l

Target Template

Labeled Candidates

snapRetainCount set to 3

L] i
- ; Target Log {
Q a .
|
I

e —

snapRetainCount set to <*>
J——

[6] ICSE’24 DivLog: Log Parsing with Prompt Enhanced In-Context Learning
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Prompt

Extract one log template, \
substitute variable tokens in the log as <*> between <START> and <END> tags.

Message: Recalculating schedule, headroom=<memory:0, vCores:-27>
TEmplate: <START> Recalculating schedule, headroom=<memory:<x>, vCores:<*>> <END>

Message: Progress of TaskAttempt attempt_000001 0 is : 0.052178 DIVLOg [6] .
Template: <START> Progress of TaskAttempt attempt_<#> is : <*> <END>

Message: task_000002 Task Transitioned from SCHEDULED to RUNNING

Template: <START> task_<*> Task Transitioned from SCHEDULED to RUNNING <END> : v A4 > 2 <
mﬂwR%»A%%LTX%Z

Message: attempt_000001 TaskAttempt Transitioned from ASSIGNED to RUNNING

Template: <START> attempt_<*> TaskAttempt Transitioned from ASSIGNED to RUNNING <END> (ln COﬁteXt learnlng, ICL) élj E] IQ;‘

Message: JVM with ID : jvm_000003 asked for a task 7]: # “ ﬁ 07 )I{ Z& )I{ 5

Template: <START> JVM with ID : jvm_<*> asked for a task <END> ﬁ— Eﬂio ﬁklﬁ iE] 7!7” 'T’ y 'T"]—%'-

%Bﬁﬁwﬁﬁﬁ& R BA
Raw Output EFL'Vl’ -1 /7 X/H—‘ T o{)ufi“\ =) 7% ﬁ; él] i]—

o B
<START> JVM with ID: jvm_<*> given task: attempt_<#> <END> ,'t{:D_E EI I ﬁtf-#ﬁ'

Message: JVM with ID: jvm_000005 given task: attempt_000003_0

(other Redundant Text Contents)

Filtered Output

JVM with ID: jvm_<*> given task: attempt_<#*>

[6] ICSE’24 DivLog: Log Parsing with Prompt Enhanced In-Context Learning
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Log sources

Logs of template #1
J

1. DivLog i3 # K AC#E A § ML 77 X, $2R
—BLRARS B A RS R AT R IR

Logs of template #2

L J Z, URSHEARZ. BRI A B EITIFN R 42
Logs of template #3
- — D 2.Diviog A F B4 B E¥E = LM E,
NeXe Embedding: . R ALYV F B EAE AN A AT S FHE AR
| O O o Space L Examples J,
- PO T 3. Diveogl MARR S RARAF P KA 095 4
M——’l O PHERA S, 8T RIS & 4T

Target log

f

I

OI
OO O Encodlngl
I

I

[6] ICSE’24 DivLog: Log Parsing with Prompt Enhanced In-Context Learning
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‘ﬁ ° M 5 ‘\ ’
IERATAE: DivLogiRiT4#

LenMa Spell Drain Logram LogPPT DivLog
PA PTA RTA| PA PTA RTA| PA PTA RTA |PA PTA RTA| PA. PTA RTA | PA PTA RTA

Andriod |72.2 59.0 60.1 |24.1 244 27.2| 73.0 56.6 62.0 |428 38.7 27.2| 767 584 684 | 943 84.6 86.1
Apache 29.3 429 500 (285 25.0 16.7|100.0 100.0 100.0 |50.9 333 833 | 994 833 833 |100.0 100.0 100.0
BGL 154 9.6 258|329 121 125 | 444 339 308 |17.0 15.7 16.7 | 97.0 686 783 | 98.7 91.7 925
Hadoop 24.2 20.6 289 |19.6 20.8 23.7| 439 368 342 |37.0 18.7 175| 895 540 588 | 99.6 98.3 99.1
HDFS 125 37.5 429 [48.7 57.1 57.1| 959 813 929 | 1.8 194 429 | 90.2 857 857 | 99.9 86.7 929
HealthApp |28.9 34 467|152 215 18.7 | 24.1 8.3 347 1263 35 253 | 789 853 853 | 99.6 94.7 96.0
HPC 67.1 129 50.0 |53.2 383 39.1| 67.2 388 413 (679 37.7 435 | 947 736 848 | 99.7 915 93.5
Linux 13.2 410 414|109 173 14.7 | 194 434 422 |185 135 43 | 949 475 491 | 99.7 958 958
Mac 155 146 194 | 33 5.7 59 | 27.7 212 249 |252 164 20.2| 673 436 534 | 86.3 67.6 66.6
OpenSSH | 15.5 25.0 23.1 [12.7 25.0 23.1| 534 520 50.0 [48.2 29.0 34.6| 97.6 489 846 | 939 96.2 92.6
OpenStack |19.1 18.7 60.5| 0.0 0.0 0.0 | 187 5.5 395 |11.2 93 93 | 90.7 844 3884 | 999 953 953
Proxifier |50.6 10.6 87.5|47.8 222 250 | 527 269 875 |00 00 0.0 |100.0 100.0 100.0 | 100.0 100.0 100.0
Spark 23 124 333 |33.6 345 278 | 376 500 41.7 {275 3.1 222 | 991 600 583 | 99.9 97.2 97.2
Thunderbird | 17.1 27.1 342 |39 191 168 | 191 299 369 |12.8 208 6.7 | 926 506 59.1 | 98.5 918 953
Windows |26.6 37.9 440 | 04 115 12.0| 69.6 463 500 |37.4 152 10.0| 983 554 720 | 99.8 91.8 90.0
Zookeeper |45.7 30.0 36.0 (453 220 26.0 | 498 39.1 36.0 |51.6 26.1 240 | 99.0 741 86.0 | 99.8 88.7 94.0
Average 28.5 25.2 427 |23.8 223 216 | 49.8 419 503 |29.8 188 242 | 916 674 741 | 98.1 92.1 92.9

Dataset

DivLiog/s % /™ B & &35 &89 04 & FotZ Rty B L AR A8 5 AT
BT R 69 ﬁ&ﬁ’ﬁxﬁvﬁﬁ’%*éﬁBasehne& JU-F35 3 7 % AT R o
[6] ICSE’24 DivLog: Log Parsing with Prompt Enhanced In-Context Learning
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PA Distribution on Various Datasets (%) PTA Distribution on Various Datasets (%) RTA Distribution on Various Datasets (%)

100 == {100 - o 100 o
7 [ F = 12
o _ o o l o
© A

80 - 80 - 80 -

0 I ot e =W
20- : 1 ol 1 ] l N ol L " A
01— 1 l 0 Il o - 0 - 1

Len'ma Sp'ell Dr'ain Log'ram Log'PPT Div'Log Len'ma Splell Drlain Log'ram LogIPPT Div'Log Len'ma Sp'ell Dr'ain Log'ram Log'PPT DivLog

DivLog/t 4 A &8I E LB EINFH o8 E
RILH B G0 T

[6] ICSE’24 DivLog: Log Parsing with Prompt Enhanced In-Context Learning
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“.s : ( ( \
generating core.217 c |E|_| Knowledge Base
: 3 L,: generating, core, <*> 1 AA J LQ §
generating core.89 I ! P
: | : FATAL, data, ' . - , X
y | FATAL data error interrupt. : — Cr ENEL R S : s 5 \\g
. - i *s e
machine check register: 0x00 | [3: machine, check, register, <*> j Feedback @ < - On-c}:"
L Preprocessing Trie Anomaly scores) \. LLM (ChatGPT) Engineers )
Log Sessions Trie-based Detection Agent (TDA) Experts
[ Streaming log messages J L"gti :tread:; tcl’)!loTad8db
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[7] arXiv Log-based Anomaly Detection based on EVT Theory with feedback
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Interpretable Log Parsing
Timestamp |Template| Variable Explanation
1117842440 63543 Object amount: the number of mstances of the
1117842974 162 "double-hummer alignment exceptions" that
1117843015 141 occurred.
s Object name: the object name that is referenced
- in the log.
1117848119 0x0b85ece0 Location indicator: thg memory address of the
object.
0x05 Other parameters: additional parameters or flags
o associated with the object.
1117869872 172.18.24.3|  Location indicator: the network location or
1117869876 172.16.96.1 address of the object.
‘ .
Interpretable Anomaly Detection
Is Anomaly? Explanation
The high number of "double-hummer alignment exceptions" and the
Yes. failed attempts to read messages from a control stream suggest underlying
issues with the system.

LogPrompt [8]:

FrXEREAER, SHE—58E0A 53
TR, EMiRidfE Y, LogPromptZ K X
ﬁﬁ%@%%kﬁiiﬁﬁ,u%ﬁkﬁé
Y TAHZIP 69 7 N84T B & 77 40 .

[8] arXiv LogPrompt: Prompt Engineering Towards Zero-Shot and Interpretable Log Analysis
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