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Chaos Engineering Hyperautomation
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Power

Management, 29

RP - Others,
130
Resource
Consolidation, 97
Scheduling, 50

Failure
Detection, 226

Failure
Prediction,
177

Root Cause

Analysis, 179
Failure

Prevention,

Service Reme d\alun 17

Composition, 7

AlOps (General), 8
Workload

Prediction, 87

= AlOps (General)

m Service Composition
Resource Consolidation
RP - Others
Failure Prediction
Root Cause Analysis

= Workload Prediction
Scheduling
Power Management
Failure Prevention

= Failure Detection
Remediation
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L;. 1537885119 IFNET/2/linkDown_active(l).CID=0x807a0405, alarmID=0x0852003; The

interface status changes

L,. 1537885119 LACP/4/LACP_STATE_DOWN(l): CID=0x804804, PortName=40GE1/0/3;

The LACP state is down. Reason = The interface went down physically.

L.. 1537885130 DEVM/3/LocalFaultAlarm_clear(l): CID=0x852003, clearType=

service_resume, The local fault alarm has resumed.

Ls. 1537885135 IFNET/2/linkDown_clear(l): CID=0x807a0405, alarmID=0x0852003; The
1894.5 interface status changes. Physical link is up, mainName=Eth-Trunk104.

noded{i8

pod/service2iil

Ls. 1539139152 IFNET/2/linkDown_active(l).CID=0x807a0406, alarmID=0x0852007; The
interface status changes.
JustDo % a The LACP state is down. Reason = No LCAPDUs were recelvedA
' Ly. 1539138164 DEVM/3/LocalFaultAlarm_clear(l): CID=0x852004, clearType=

service_resume, The local fault alarm has resumed.
Le. 1539138164 IFNET/2/linkDown_clear(l): CID=0x807a0406, alarmID=0x0852007; The
interface status changes. Physical link is up, mainName=Eth-Trunk104.

83.729ms

get
605y : mysqldb:connect
54.152ms : mysqidb:select
zhang,donaldxuxm, 7K

ABC_AIOPS

laopeng,
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Free shipping with $75 purchase!
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Google Cloud

frontend Go Exposes an HTTP server to serve the website. Does not require signup/login and
BUUTIHUE generates session IDs for all users automatically.

Service Language Description

£57. 2008

cartservice # Stores the items in the user’s shopping cart in Redis and retrieves it.

Provides the list of products from a JSON file and ability to search products and get

productcatalogservice R,
individual products.

Converts one money amount to another currency. Uses real values fetched from

currencyservice . .
! J European Central Bank. It's the highest QPS service.

VINTAGE RECORD .
PLAYER Charges the given credit card info (mock) with the given amount and returns a

transaction ID.

paymentservice

_— » Gives shipping cost estimates based on the shopping cart. Ships items to the given
shippingservice
address (mock)

VINTAGE CAMERA ‘ CITY BIKE
NS, S ks emailservice Sends users an order confirmation email (mock).

Retrieves user cart, prepares order and orchestrates the payment, shipping and the

checkoutservice Go . .
email notification.

recommendationservice Python Recommends other products based on what's given in the cart.

adservice Java Provides text ads based on given context words.

loadgenerator Python/Locust Continuously sends requests imitating realistic user shopping flows to the frontend.

- BESMIAKRESHMES RS, BEESHNERTHTSR :
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« OpenTelemetry#uExReE " " pads f‘;',"_,,;'; om0 LeR gt y
«  IHSOIEUEEETIDB * 204 " R A2 g
. ERTERE Tt _f’““--‘-"“"‘*’?-"f A

.”wy

.r- i



» Bt TiETHE NiDD Al #rnzies

New Schedule  Load from By YAML Nyl

3% Chaos Mesh L5
60
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Inject into

JFEANKSsABFcpuRE S

AWS Fault

228 229 2230 23 232 2233 2234 2235 2236 2237 2238
DNS Fault 6CP Fault — (instance="10.0.80.21 7 namespaces"hipsterkontrast’ podsproductcatalogsenvice 0’
& i ]
HTTP Fault g jj u 0 \\ H\ IE
Network Attack 20
10
Clock Skew
6 3 2231 3 6 3

]
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JAEGER UI Search Compare System Architecture Monitor

About Jaeger v g Prometheus Alerts Graph Status~ Help o

frontend: hipstershop ) ' o .
- ~ Use local time Enable query histol Enable autocomplete Enable highlightin Enable linter
< v ProductCatalogService/ Trace Timeline yhistory gniianting

GetProduct

rt May 11 2024, 23:30:03 Duration 69.68ms

Q 100 x avg(l - rate(node_cpu_seconds_total{mode="idle"}[5m])) by (instance)

Table Graph

H 1h End time Res. (s) & |= Show Exemplars
22.00

0
Service & Opera... » Ops 17.42ms 34.84ms 52.26ms

v frontend i p.Proc atalo... |
[ productcatalogservice hips...

frontend nipst

hop.Recomme
| productcatalogservice h

v frontend hi

frontend ni
I productcatalogservice h

v frontend

| productcatalogservice

| productcatalogservice hips:

| productcatalogservice hips:

| adservice hip
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» FREIESE

FTAG TRIR i
15 i O aiops-benchmark

sum(flow_metrics__vtap_app_port__error__1m)by(pod_ns)
deepfllowRE sum(flow_metrics__vtap_app_port__error__1m)by(pod_ns,sel
sum(flow_metrics__vtap_app_port__error__1m)by(pod_ns,sel o
< /',..,L h “/publlc

60
sum(flow_metrics__vtap_app_port__client_error__ N
app/service/pod client_error deepfllowskEE sum(flow_metrics__vtap_app_port__client_error__°
sum(flow_metrics__vtap_app_port__client_error__
sum(flow_metrics__vtap_app_port__server_error__
server_error deepfllowsREE sum(flow_metrics__vtap_app_port__server_error__’
sum(flow_metrics__vtap_app_port__server_error__
sum(flow_metrics__vtap_app_port__timeout__1m)by(pod_ns)
timeout deepfllow3 R4 sum(flow_metrics__vtap_app_port__timeout__1m)by(pod_ns,
sum(flow_metrics__vtap_app_port__timeout__1m)by(pod_ns,

avg(flow_metrics__vtap_app_port__error_ratio__1m)by(pod_n}
error_ratio deepfllowsREE avg(flow_metrics__vtap_app_port__error_ratio__1m)by(pod_n|
avg(flow_metrics__vtap_app_port__error_ratio__1m)by(pod_n}

Size Last Modified

[ ] 0 bytes 390001 2024-04-19 02:42:14.002 +0000 UTC

iREADME.md 42 bytes 390001 :42:14. ACTIONS

8 5024-05-10 0 bytes 0001-01-01 00:00:00 +0000 UTC

avg(flow_metrics__vtap_app_port__client_error_ratio__
client_error_ratio deepfllowsg £ avg(flow_metrics__vtap_app_port__client_error_rati
i avg(flow_metrics__vtap_app_port__client_error_ratio__1m)by(
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« Log-based Anomaly Detection with Deep Learning:How Far Are We? ICSE 2022

« MoniLog: An Automated Log-Based AnomalyDetection System for Cloud ComputingInfrastructures, ICDE 2021

« Log-based Anomaly Detection Without Log Parsing, ASE 2021

« A Survey on Automated Log Analysis for Reliability Engineering, CSUR 2021

« LogAnomaly: Unsupervised Detection of Sequential and Quantitative Anomalies in Unstructured Logs, IJCAI 2018

« DeeplLog: Anomaly Detection and Diagnosis from System Logs through Deep Learning, CSS 2017
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2008-11-10 10:36:50 Deleting block blk_321 file /mnt/ Log7—>EventS  Log8—> EventS| Farshchi et al. [47] Frequent pattern mining
. Nandi et al. [116] Graph mining
Lou et al. [96) Graph mining

hadoop/dfs/data/current/subdir51/blk_321
Yamanishi et al. [145] Statistical model
He et al. [63] Logistic regression

Du et al. [42] LSTM model
Zhang et al. [158] | LSTM classification model
Meng et al. [107] LSTM model
Xia et al. [141] LSTM-based GAN model
Lu et al. [100] CNN model
Liu et al. [89) Graph embedding model |

* Log event sequence, % Log event count vector, f Parameter value vector

1
1
Iis

Traditional machine learning

Anomalous

Normal 3 Log Seq. Attention-based GRU Network
Log vectors Log Seq. Anomalous
Log Parsing Glistering Log Sea.

B+ @ =01 | {ﬁ;_’ ' | B-

Unlabeled
Log Seq. 2 Unlabeled

e * Label prob. Predict
... Measurement _<

Normal $ Ad hoc features, § Graphical feature

Train Data

Deep learning

Upcoming (3 Unlabeled
Log Seq.

Aggregation
>z
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INFO [WebContainer : 15) - queryFarList:1DA_TENPLATE. LISTDATA_NOST_CLICKV
UNIXB=E INFO [WebContainer : 8] - queryForList:IDA_NOTICE. LISTDATA_BY_USER!
° |_| NUX E i com. teradata. ida. auth. dto. SysUserV0@2¢3d3eld!
a W|ndOWS Elj‘: [8/10/18 8:29:31:581 CST] 00000032 SystemOut 0 INFO [WebContainer : 1] - queryForList:IDA TENPLATE_AUTH. findTemplateByRaleId!
= DEBUG [WebContainer : 7] - 2018-08-10 08:29:32 DEBUG |CsParamSetAction|showhtomsBygid|Start||start=0[1imit=25 |page=1 |fromIndex=0|toIndex=25|kindid=1 [+ -
INFO [WebContainer : 7] - quervForList:SEG_BIZ_ATOM_DEF. findAtomByRoleAndShowAreal

EXPLANATION: .

Channel program 'CS_EDI_S° ended abnormally. .

ACTION: .

Look at previous error messages for channel program CS_EDI_S° in the errorl

files to determine the cause of the failure. !
amngrmrsa. ¢
08/0?/2018 10 14:54 AN - Process(29670.329016) User(mgm) Program{amgrmppa)!
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« Unsupervised Anomaly Detection on Microservice Tracesthrough Graph VAE, WWW 2023

« TraceCRL: Contrastive Representation Learning for MicroserviceTrace Analysis, FSE 2022

« Practical Root Cause Localization for Microservice Systems via Trace Analysis, IWQoS 2021

« Unsupervised Detection of Microservice Trace Anomalies through Service-Level Deep Bayesian Networks, ISSRE 2020

« Latent Error Prediction and Fault Localization for Microservice Applications by Learning from System Trace Logs, ESEC/FSE 2019

Offline Training for a service 1K e —
o Execution | Trace Logs| Training Corpus
I Service Trace Vector Unsupervised Periodically iecti Control
| Construction Training Retrain

Online Detection | :
for a service o

H -
New T i
ew Trace - -- E
Prediction

Feature Results
Extraction

trigger Ranked List of Suspicious

Root Cause Microservices
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« Robust Failure Diagnosis of Microservice System through Multimodal Data, TSE 2023

« Eadro: An End-to-End Troubleshooting Frameworkfor Microservices on Multi-source Data, ICSE 2023

« Actionable and Interpretable Fault Localizationfor Recurring Failures in Online Service Systems, ECSE 2022

« MicroHECL: High-Efficient Root CauselLocalization in Large-Scale Microservice Systems, ICSE 2021

« MicroRank: End-to-End Latency Issue Localization withExtended Spectrum Analysis in Microservice Environments, WWW 2021

« AutoMAP: Diagnose Your Microservice-based Web ApplicationsAutomatically, WWW 2020

(1) Modal-wise Learning (2] Dependency-aware Status Learning (3] Joint Detection & Localization

Hawkes

P—’ —_— FC — |
Logs  CIntensity Vectors —

|
|
— — Causal Conv — — Gated Fusion — :
|
|

Metrics
MTS .
—+ Root Cause Localizer —:—» — @®
| .
— Causal Conv — Status ‘-~ Joint Learning - - Culprit
Latency
Traces

Representation
Dependency Graph
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