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cences Science Is Fun ¢
LIS @sciencefunn

“Al will probably take over the world and end us
all in the future.”

Also Al:

MEMES

SYERL |
‘v ': 1\

AI camera mistakes referee's bald
head for ball, follows it through the
match.
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https://jfrog.com/blog/data-scientists-targeted-by-malicious-hugging-face-ml-models-with-silent-backdoor/
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HRMRER
Software Engineer DevOps Engineer Operations Engineer
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Data Scientist Research Engineer DevOps . .
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» Model is a Package!
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» JFROG RB!ETE
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» S5MLFlow £5)

i Happily serving 4,734 artifacts

» W data

Full Path:miflow-artifacts:/887291380981800585/e501343ca5b845b4910a8831e7d 142ac/artifacts/model )

3 MLmodel
@ conda.yam! MLflow Model

A python_env.yaml
> The code snippets below demonstrate how to make predictions using the logged model. You can also register it to the model regl
& requirements. txt

Model schema Make Predictions

Input and output schema for your model. Loarn i Predict on a Spark DataFrame:
Name Type

for how to include input and output schema with

your model.

Predict on a Pandas DataFrame:

logged_model

b=
-,‘4
=

€501343¢ca5bB45b4910a8831

MIFREIEE, —B MLflow RILIRISEESSIETT, » -
BESEIAEHRAY JFrog Artifactory 5

fERERER, tBRILARCE XA RE. LIIEERIHR
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» JFrog AlSecOps 5QwakEEF)

QQwak < 4eac7347-10df-47d1-9ad5-917d17d790c7

] 0.5.46 t 89bb6abeddd 17:57:16 19.12,2023 18:06:59 19.12.2023

(@ Overview
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» ZHEFRGModel 1
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» JFrog¥¥ModelsKIESHYETH

: 480k +

0 01

o NHENEEFSIES
HiagiE

[] \ 60 +
*. models BE=INE
| 1TAh

10+ . . :
U B modelsmasia v LD
ERFITRAIRIA e S :

* &

[ - . .
- o - a .

- Fo @ e o ,-,.1}.,,‘, T R L L T TP e 3 A
Sh ”:I:IZ =] | " «% Vo0 B o el i;f"l h "‘”""f’e-"’ﬁﬁi'{s..:‘;&.-ﬂfs‘.» g‘? qjﬁ‘ A

ﬁ 117 W P ¥ R AR AT Y N w0 a1 ! X AT
e Il\’\ll )\ A . Y L4 . '3"1,.!5- :q(_' :' e -.'-’ ', el .".‘. ,,‘:’“ 4 el l"‘v".‘.' ‘1,‘-"‘ [:: ) : ?‘?“" -‘;%
; . b e . pvEs e . e = hm ; - S ML e

.-“I’ o« Ly s ) A o .{ o . = - 7 S . ._', X 2 > . :

2024 Al+TREHFIEES | AIIREIAEATE (@i




H}
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Payload Types distribution PyTOI‘Ch Eﬂﬂgiﬁ?i—gﬂai%, %Iﬁﬁﬁlﬁﬂg%

60%

Tensorflow Keras &8, EESRANE, 20D
iRzl "EEiRE" B, EiHSIEIPLeESHEE. §
EFVAEANRE,

Malicious Models in HuggingFace repositories

Tensorflow

Reverse Shell File write Software Pingback Pickle Arbitrary code Potential object
Opening Deserialization execution hijack

PyTorch {88 (X1ig) #1 Tensorflow Keras {55!
(H5 Bk SavedModel f&3U) #ARRITESILIERY

mRaENE, EACIRRITRIREIRE, BE

ERHBHEHTIEBRITERAR,

PyTorch

2y IR
NN Y
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£3 Honeypot Server X $ v U X

/jfrog_honeypot.sh
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» gk ML =B SETHERMIT?

RULLERIER “pickle” 183X, X2
R4k Python RAYERIE.
(BR, pickle X{EEAILAS S NS
Xt EHhiTRMERE,

BN Huggingface LI,
HAR T —MATFZ2FEIREEHE
R9FREIC, ¥R safetensors, {B
HigBXdpickleJBISREVEE 1L SRHE
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» AlRRHEF KIS

e Curation [FEGE @ Curation & Artifactory
o [REMEEEEERAFIEEM
o imiRETEHEANRN

e MKJFrogBRE

A

o EEZFIREXAY JFrog Curation "
I]l'l'l
-3 0 4 . . . .
o ¥5EERRFHG Create Package Promoté x Dlstrubute
2 .0 "“!- .‘!l.. "y * - - ‘e
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» fHErEE Model

¥ Edit As: Hexv Run Script  Run Template v
6C 2C 20 22 62 69 61 73 SF 72 65 6775 6C 61 72 1, "bias regular
69 7A €65 72 22 3A 20 6E 75 6C 6C 2C 20 22 61 63 izer": null, "ac
74 69 76 69 74 79 SF 72 65 67 75 6C 61 72 €9 7A tivity regulariz
65 72 22 3A 20 6E 75 6C 6C 2C 20 22 6B &5 72 6E er”: null, "kern
65 6C SF 63 6F 6E 73 74|72 61 69 6E 74 22 3A 20 el constraint"
6E 75 6C 6C 2C 20 22 62 69 61 73 SF 63 6F 6E 73 null, "bias cons
74 72 &1 69 6E 74 22 3A /20 &E 75 &C 7D 20 -raint”: null},
22 Al : "predict
69 ns"”, "inbound
6E des"™: [[["fc2"
2C 0, 0, {}111},
78 class name": "
4C nbda", "config — o N iy == hS
o EHERYTHEITE, MNERANEESMAE
70 75 74 22 2 74 72 61 69 6E 61 62 &C 65 put”, "trainable
22 3A 20 66 ePZC 73 65 2C 20 22 64 74 79 70 &5 ": false, "dtype
22 3A 20 22 66 6C 6F 61 74 33 32 22 2C 20 22 g6 ®: "float32%, "B
75 6E 63 74 69 6F GE 22 3A 20 5B 22 34 77 45 41 unction”: ["4wEA A -|+;:F|J\ — ——
41 41 41 41 41 41 41 41 41 41 41 41 41 41 49 41 | ARAARAAAAAAAAATA [ ] Xj%&l}ﬂll EQ*EII#{TéEEE-L—l_
41 41 41 4441 41 41 41!51 77 41 41|41 48 4D 57 ARADAARRQWARAHMW
41 41 41 41 |SA 41 46 6B 41 47 77 41 66 51 46 38 AARRZAFKAGWALQFS
41 61 41 42 SA 41 4B 68 41 S1 45 41 66 41 42 54 AaABZAKNAQEALABT
4] 43 6B 44 54 75 6B 41 5C 6E 41 41 41 41 2B 67 ACkDTukA\nAAAA+g Vs A Y \ —
68 6A 59 57 78 6A 4C 6D 56 34 5A 53 6B 43 32 67 hjYWx3jLmV4ZSkC2g () E*gﬁmg - Elﬂ%ﬂﬂgMOdelg@;i\%l#)\WﬁB’E -
4A 76 63 39 6F 47 63 33 6C 7A €64 47 56 74 4B 51 Jvc90Gc31zdGVTKQ
4C 61 41 S8 68 79 41 77 41 41 41 4B 6B 41 63 67 LaAXhyAwAARKKACG b
59 41 41 41 44 36 56 5339 6F 62 32 31 6C 4C 32 YAAADGEVS90b211L2 »
52 68 €4 6D SA 79 5C 6E 4C 30 70 47 55 6B 39 48 RhdmZy\nLOpGUkSH
58 30 4A 70 /64 47 4A 31 59 32 74 6C 64 43 39 &8 X0JpdGJlY2tldCSh
61 S3 31 74 62 32 52 6C 62 43 31 79 SA 58 4E 6C aS1tb2R1bClyZXN1l
59 58 4A 6A 61 43 39 55 SA 58 4E 30 63 79 39 47 YXJ3jaC9UZXNOcy9G
59 57 74 6C 52 47 6C 79 4C 32 4E 79 S5A 57 46 30 YWC1RGlyL2NyZWFO
SA 56 39 74 SC G6E 59 57 78 70 59 32 6C 76 64 58 ZVot\nYWxpY21lvdX
4E 66 56 6B 64 48 4D 54 59 75 63 48 GE 61 42 32 NfVkdHMTYucHnaB2
56 34 63 47 78 76 61 58 51 44 41 41 41 41 63 77 V4cGxvaXQDAARACW
59 41 41 41 41 41 41 51 67 43 43 67 45 3D SC 6E YAAAAAAQQCCgE=\n
22 2C 20 6E 75 6C 6C 2C 20 6E 75 6C oC 5D 2C 20 ", null, null],
22 66 75 6E 63 74 €9 6F 6E SF 74 79 70 65 22 3A "function type":
20 22 6C 61 €D 62 64 61 22 2C 20 22 &D 6F 64 75 "lambda", "modu
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» JFrogidModel R BRI R HT LS Mt

NVD. Ubuntu. EERL 2Bk R BRI

JFrog Xray i2{{t24arhEHAIHEED,

WimiFEREE BREZerlE. SEaME. O,
VulnDB

JFrog Research Debian, Redhat

FhmirE

FHEREE.

B

2 eclipse

- SCA: iR FHE I
- RIERRIEEEINRIFrogiFEiH - I3RS, SBOMIRS

- EBRARRIRESEE - IDE. fUR3EE. BT RiEH

- SCESRK, RIEE—TER - BEFRERSHSSIEEE T
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» JFrog EEBARE TR SV RIE?

500,000

400,000

300,000

Hours

200,000

100,000
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Annual Hourly Labor Costs on Curation Related Packages Only

sos1s SEATESER
AR RRY S 485,143
&
S (EM JFrog
Curation {2838 35,960
216248
ey S EIEY
144166
DERRME
s BETENESNN 449,183
43250 35960 g&
m- B B B Z- He :
repla?:\e/'lients CVE Upgrades Banned Licenses Operatlonal Risk I\FI)I:‘I:iig);: TotSa;\i,-Lodurs ﬁﬁ& & 2850 A
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» JFrog | Qwak —{f{tMLEEE&

Build, Train, Secure, Serve, and Monitor ML Models and GenAl in a Unified Experience

Platform Solutions -+ Resources ~

Qwak to Join JFrog

All you need to deliver Al applications at speed, from idea to high-scale.
Build, deploy, manage and monitor all your Al workflows,
from GenAl and LLMs to classic ML, in a single software supply chain platform

<Schedule a Demo> <Learn More)
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» ERHHR MG —A](E]

BAHENEC
EMERGRMHIAGE (yum, apt)
FFRIESHEEREHNE (FFAESHMIR)
Benffthsg (3R&helm chart)
AlftthzsE (Model. pypi. conda, Docker)

EHlem (tar, zip)

ﬂ

e BE—aEHRERRAHNECE, BE
AR HAE= Bk,

{R4EIF AN, SRR, SIEEINEE
LER—EHE, MAEaHE.
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» JFrog | GitHub FRESER, LAABREIZ2H &

Copilot

Curation

Q=

IDE Extensions

Catalog

Code Spaces

2024 Al+TREHFIES | AINKEHT A

GitHub

Source Control

Issues Actions

O =

Code Security

Artifactory —»

Binary
Management

(et i\l PR A IR

API

Container Analysis

AKS + Runtime Security

AzuresServerless

A 4
Binary Security Actions + Distribution



Open Source
Repositories

e HE
o == =
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