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» EFBEEE—RREDIE

Background

« The problem was first formulated in i

Published CCF- A Paper

2005 [Jobstmann, CAV 05] 40
53 Deep-Learning
30 based
> C tional

. . onventiona
- Since GenProg [Weimer, ICSE 09] was i‘; Approaches
proposed in 2009, APR has received 10 . l I I
| s e
huge research interests. o, I'mm I I

https://program-repair.org/bibliography.html
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» EFEDEE—TI R Lk

Q Jrelogic MlT Logi
Technology
ReV|eW Topics+ TheDown

Business Impact

fACEBqu 2 Abot disguised as ahuman
lm' Sa 2 Fix software developer fixes bugs
AI D E B U G S The automated programmer, called Repairnator, wrote patches

YO U R CO D E good enough to fool actual human engineers.
AUTO M A‘"c ALLY by Emerging Technology fromthearXiv October 23,2018

-
- &
00 © o © 0 © o

Finding and fixing software bugs

: : : “In this world nothing can be said to be certain, except death and taxes,”
automatically with SapFix and ’ =
. y p wrote Benjamin Franklin in 1789. Had he lived in the modern era,
S d p IeNZ www.ogrelogic.com Franklin may well have added “software bugs” to his list.
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» iEFBIEE— SapFix{Z2ESR

Whether all tests
are passed
bug detected triggers
Sapienz Trigger Patch Fix Patch Validated
Auto Triage Generator Generator Revision
l patch strategy
Sapienz selects tests for each v v v
de di : . 3: Revert 4: Revert —— Add null
recent code diff. Bug triage: cull Diff Partial Diff 1: Template || 2: Mutation oointer check
When tests fail, identify the | T i LI O
. I
def’gp er who submitted the Able to identify the Revert subsets of diffs so
code aiff diffs that possibly that the revised program

induce the failing tests  compiles successfully
Credit: Facebook

AR SR EET & 2 T A\ S L BT DD A RETEES
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General Process Conventional Automated Program Repair Approaches

P T T T e e e T T T T T e e T T T e T T T T T T T T T T T e e T T T e e e .

. |dentify the
.1 suspicious buggy
.\ locations

_________________________

e L L e

Search-based (also known as generate-and-validate)
Semantics-based

AIIRENER TS 2 E A AR A \iDD A" ﬁ*‘*ﬁﬁ’iﬁﬁiﬂ%ﬁ{ri%:
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General Process Deep-Learning Drlven.
Automated Program Repair

source

forge.
Buggy Code Neural
‘ kz Machine

Translation

Program

* Lutellier, Thibaud, Hung Viet Pham, Lawrence Pang, Yitong Li, Moshi Wei, and Lin Tan. “Coconut: combining context-aware
neural translation models using ensemble for program repair.” In the 29th ACM SIGSOFT International Symposium on

Software Testing and Analysis (ISSTA), pp. 101-114.2020.

* Jiang, Nan, Thibaud Lutellier, and Lin Tan. "CURE: Code-aware neural machine translation for automatic program
repair.” In the 43rd International Conference on Software Engineering (ICSE), pp. 1 161-1173.1EEE, 2021.
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» EEFBESERA—ZEPHIE

Large-Language Model based
Automated Program Repair

General Process

-y T S = The following code contains a buggy hunk that has been removed. P D 1
. You are an Automated Program Repair Tool ) 5 a I’OI n t eSI n
* = 1 7]
g sﬁ!ﬁ" = : JSType result = builder.build(); é
. e S | 3
t; The following code contains a buggy line that has been removed. _ : return result; “:l;-
3 < 1 if (this.isObject && that.isObject
E TR ke = [k e Previous Bug Fixes i ) e AT (i dsthieer© s 5
o : ; 1 ~ [ prefix X
"‘;; >>> [ INFILL ] <<< JSType result = builder.build(); 1 \.‘—. o — primes = []
c return result; if (result != null) { : This was the original buggy hunk which was removed by the infill a3 Buggy for n in range(2, max + 1):
o } else if (this.isObject() 8& that.isObject()) { return result; ] | location .g F ti — <INFILL>
(&) i }helsg (1); .(this. isObject() 8& : - + unction primes.append(n)
o that.isObject()) { - s - . return primes
o This was the original buggy line which was removed by the infill Buggy Function : The following code contains a bug ; suffix
e location 1 a Q
= : : [=]
E | if (r‘esult 1= null) { Error: assertion failed on line: .... : JSTS(’F‘E result = bu;lder-bluld(); tID
he code fails on this test: g ) ) ) \ if (result != null) { -
o testGreatestSubtypeUnionTypes5(¢) Zpaeik ESERIART] L) B LIS e 1 return result; 5
] on this test line: = I - ! } else if (this.isObject() && that.isObject()) { €
© assertEquals(NO_OBIECT_TYPE, ____Failing test info . o prefix | . ArEET
o errUnion. getGreatestSubtype(STRING OBJECT TYPE)); (S S — 1 & s s =
IS ] with the following test error: created - Buggy single | 'O M 3N rangels, max = B for n in range(2, max + 1):
: ! 0_ prompt - - : o AL E LSS <INFILL> uggy
E' | expected:<NoObject> but was:<None> B ., foodback info ChatGPT output The code fails on this test: o 3 Function TIine bug LTS Einction
[ 5 g _g return primes
- ~+ suffix
g compile & test T The following code contains a buggy line that has been removed. g a) b)
o The fixed version is still not correct. : g : . . -
o] code has the following compilation error: if (!(result instanceof NoObjectType)) JSType result = builder.build(); o
()] { error: cannot find symbol (NoObjectType) | >>> [ INFILL ] <<<
IE [6ase provide the correct ling at the infill Tocation. return result; B
Py " Sorry for the mistake, the correct line at the infill } else if (this.isObject() && that.isObject()) { . . . .
e & location shouid be » *  Chungqiu Steven Xia and Lingming Zhang.
A ’ . . W “ . o o o
2 compile & test w—— if (!(result instanceof UnionType)) e Keep the Conversation Going: Fixing
+ The fixed version is still not correct. e can hefxed byih ible li X . . o .
© till does not fix the original test failure . . : . FLbE e e T Here is another possible fixed line: [ I 62 out Of 337 bugS fOI‘ $0.42 eaCh USIng
wn Apologies for the mistake, the correct line at the infill 1. if ('result. 13NOType()) {| v o
— i location should be ¢ i ” H .
. compile & test — _ Watnsiiibe 2" | i ChatGPT." ArXiv abs/2304.00385 (2023):
E The patch passes all tests! klf (fresult.isNoType()) { o I compile & 2
Please generate an alternative fix line. P
o =y test Q
(&) A =

&
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» EFBESERA—TIHIE & Services

* Overfitting
)
Weak Test Suite
4.4 % % % X ¢ #3 12+

Tests are imperfect metric of program correctness, whit
discriminating between correct fixes and those patches

Version History

1d ago

Patch correctness assessment remains to be the —e
Open Cha”enge Of automated PI‘OgI”am I’epail‘. | net to eliminate all

everything. We had
we were 100% bug-

return

Many of the patches generated by existing approaches Preview
function deletion.

Find top-rated

restaurants
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» b TIEFREISIERA—EFEN

Plausible Patches

- I |
Patch
Patch

Patch Space
- —
APCA Patch
Patch
Automated e
Patch
Correctness :
Assessment a Patch
Generate >
<+

Validate
(Test Suite)

Identify correct patches
among plausible ones.

Correct Patch

Patch
—

Assess
(Developer) Rateh

Plausible patch: a patch that passes the test suite is a plausible patch;
Correct patch: a plausible patch that indeed fixes the target bug is deemed correct;
Overfitting patch: a plausible patch that actually does not fix the target bug.

“APR techniques generate more overfitting patches than correct ones on real bugs”— [1][2]

“Patches overfit to the test suite, often breaking undertested functionality.” — [3]

[1] Zichao Qi, Fan Long, Sara Achour, and Martin Rinard. 2015. An analysis of patch plausibility and correctness for generate-and-validate patch generation systems. In Proceedings of the

24th International Symposium on Software Testing and Analysis (ISSTA). ACM, 24-36.

[2] Xuan Bach D.Le, FerdianThung, David Lo,and Claire Le Goues. 2018. Overfitting in semantics-based automated program repair. Empirical Software Engineering 23, 5 (2018), 3007-3033.

[3] Edward K Smith, Earl T Barr, Claire Le Goues, and Yuriy Brun. 2015. Is the cure worse than the disease? overfitting in automated program repair. In Proceedings of the |0th Joint Meeting on

Foundations of Software Engineering. ACM, 532-543.
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» #b T IEFRIEISIERAR

Our Contribution

Automated program repair based

A automated repair framework for A large-scale dataset for
on-chain smart contract (m patch correctness

validation)

on context information (m

prioritization)

assessment

“

Extensive Study

The first large-scale study to An advanced

investigate the |--ide ol iaadi=i Mbased on context-aware code
problem change embedding

AR SRR R £ i N B F AR NiDD ArsftseszEs
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Patch Prioritization

" A fixing ingredient should be applied to the location with similar
Intuition . . -

contexts compared with the location where it is extracted

> Variable Context Genealogy Context Dependency Context

AR SRk B 2 < T i\ SR AT 4% NiDD A'*ﬁ{*%ﬁ#ee
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Patch Prioritization

< > =

prioritization strategies can

FL(T)&Freq(M) _ _ rank of the correct patches

- in prior to 98.78% of the

incorrect plausible ones

0 0.2 0.4 0.6 0.8 1 ‘

B Before [] Tie [ After

The relative ranks of the incorrect plausible patches Avc?ld.
Overfitting

AR EER & 2 T\ SR AL AT K NDD At #timsszEs
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» T IEfRIEISIERA—REHIE

APCA: Automated Patch Correctness Assessment

“A correct patch is often syntactically and semantically
proximate to the original program”

Anti-patterns ssFix [AsE2017] S3 [rsE-2017] CapGen [icse-2018]
[FSE 2016] * TokenStrct: similarity of * ASTDist: number of changed  * VariableSimi: similarity of
Check if the code change structural tokens AST nodes variables
in the patch violates pre- * TokenConpt:similarity of ¢ ASTCosDist: distance of * SyntaxSimi: similarity of
defined rules. conceptual tokens distinct AST node types syntactic structures
* VariableDist: distance of * SemanticSimi: similarity of
locations of variables and contextual nodes
constants

ARG R S mENBZHE K DD A'***‘*ﬁﬁ’iw“%%!"-‘3--.

Al* softw D eic@1 thtal tmmit
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» T IEfRIEISIERA—REHIE

Overview APCA: Automated Patch Correctness Assessment

Dynamic
Based

DiffTGen [isstAa20171 Opad [rse20177  Patch-Sim [icse 2018]

B - . imilar? - .
uggy program Test Generation Generated tests Test Execution Similar? N Patch Classification
Buggy program Patch & Buggy program
Daikon [SANER 2020]

Tests
Oracle program
Tests
Patch

Invariants Generation Different?

Invariants Comparison g4 Patch Classification

Invariants Generation

AR E SRR & 2 F58 A\ SRR DD ﬁ":f;*f?@@’??&z“%’:



» T IEfRIEISIERA—REHIE

Overview APCA: Automated Patch Correctness Assessment

Dynamic
Based

. Feature extractor Classifiers
Code representation e FommmmmmmmTm Y
! | I8 1 Feature crosses | : !
’ = RiE=: S
1 i [ : 1 5 & P :
! : ! E Codvec o sub ! Logistic regression|
- i ) s . ! ' ]
[ ' ! [ ! ) B 1 i =t
= buggy code 1 i ' S |buggycodet 1 B | ] i g4
i ' § : BEY : Bert, Doc2Vee or Code2Vee i buggy code : —32 | fragments . . = @ Ep fels ! E g
= e ! embedding model i vector = 2 = — ! g
1 v \ \ ! @, i (Y] Bert g [ ! Besisionts =1
o £ { . ! | patches 2 ‘ : 5 €] 2 : + Decision tree § |
patc 1 W\ 1 o ! i 1 = & i i -
: > 1 A 9 ' — = —_— [
: 1 ) I‘ 3 | | 1 3 : i l: CS @ n g E : ]
1 ] ! & 1
: ! e : : ; patched code; | %.. Doc? = | ' ( 5gt ) !
e § BSERESa ‘1 patched code ' fragments | [ B L | | ! Naive Bayes ;
vector e | B 22 ! :

Embedding Patches Patch Classification [ASE 2020]

AR TN BRI & £ mEiFE N\ B 24t NDD ﬁ!:fﬁ.fﬁfﬁﬁfgﬂ%:
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Overview APCA: Automated Patch Correctness Assessment

Dynamic
Based

AST for the B
i Rﬂrem%duggy Buggy Sub-Tree E AST Encoder -
Buggy Method : O e ﬂ Buggy Method i :: Code Change Vector
i V. i I —
h = | : Yo eeter o (@ |
i Context in AST | | ! Softmax |
| i ~ooogf— ) e i
C acC h e | ! . ; | ! o o Correct
™ | &
i AST for the Patched * :‘ > E :: — . e E, — @ i * or
[TOSEM 2022] Patehed Method i Medhod ' g | ! . o} ! Overfitting
. ' “eoeol— [ |
- | Patched Sub-Tree : / ; ! ! .|
: E Patched Method || ! . i
0 —!— Bl i | |
i ‘=b Vector St
L \-,_ JI\.._ JI

Context Extraction AST Emb\édding Patch Classification
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» T IEfRIEISIERA—REHIE

Overview APCA: Automated Patch Correctness Assessment

Dynamic
Based

Demonstration Formation

o= D88 _ms  BLIM cwnmy

P a t c h Z e r O QQ test patch i‘i:gj Z%A;Ifi}%’fo‘g most similar patches
[Arxiv 2023] s APR t5ol ’ \ frozen.CodeParrot Prompt Template

R _'_ I _0?% ?Iie_ ,','_‘_'_'_‘_-_-_-_-\ o %@ forompt() =
@ @ @ @ @@ @ i — ‘/ “IX] Q: Itwaswrong or correct? A: It was [Z].”

— —_—
inference .

labelled " \ % ensemble (=]
unlabelled patches = Mmoo~ o - wron
p test patch model input @i\ predictior V = + g,
—: correct,

_____________

Zhou, Xin, Bowen Xu, Kisub Kim, DongGyun Han,Thanh Le-Cong, Junda frm&v[
He, Bach Le, and David Lo. "Patchzero: Zero-shot automatic patch
correctness assessment." arXiv preprint arXiv:2303.00202 (2023).
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» b T IEfREISMERIAR—SEIER T

PATCH-SIM & E-PATCH-SIM Anti-patterns Randoop & Evosuite

Wd & E-Opad ssFix & S3 & CapGen DiffTGen

Which types of technique are more effective in identifying correct patches?
Are existing techniques complementary to each other?

9 different techniques and 3 heuristics based on 8 static code features
902 patches automatically generated by 21 APR tools from 4 different categories

AR TR 2 E A SR £ NiDD ﬁ';?'?ﬁz*’i%i“%ﬁ
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» b T IESRTEISIERIAR—SEME 5

Oracle required Effectiveness of each APCA Technique
APCA 1E FP TN FN _Precison Recall
Evosuite 350 3 245 304 99.15% 53.52%
Randoop 221 6 242 433 97.36% 33.79%
Diff TGen' 184 5 232 417 97.35% 30.62%
Dynamic — Daikon’ 337 38 166 120 89.87% 73.74%
R-Opad 67 0 248 587  100.00% 10.24%
E-Opad 92 0 248 562 100.00% 14.07%
PATCH-SIM' 249 51 186 392 83.00% 38.85%
E-PATCH-SIM' | 166 36 202 477 ‘ 82.18%‘ 25.82%
" Anti-patterns 219 37 211 435 85 557 33.49%
Static _{ 83 516 135 113 138 79.26% 78.90%
A ssFix 515 138 110 139 78.87% 78.75%
Heuristics CapGen 506 140 108 148 78.33% 77.37%

* Dynamic APCA techniques with oracles can generate a fewer number of false positives than those without oracles.
* Opad can achieve 100% precision while the recall is rather low.

* Heuristics based on static features can achieve higher recalls but are less precise.

AR EHEREETR R £ @i\ B2 AT £t NiDD ﬁ!;fﬂitﬁf&?&i%%
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Existing APCA techniques are highly
complementary to each other;

uso1iid

Distribution of the overfitting patches identified by different APCA techniques.

* Only I'l overfitting patches are detected by all the displayed techniques.

* Substantial overfitting patches are detected exclusively by specific techniques.

* 610 unique overfitting patches (93.3%) can be detected by at least one technique.

DD A" m&Fﬁﬁﬂiﬁﬂ* H&A.

Al softwar D eso;R nt Pigital stimmit -
<

AR & = EHENHFZ LR




» b T IESRTEISIERIAR—SEME 5

LETE- (514 Integrate static features and dynamic techniques for effectiveness enhancement.

Step l:integrate the eight static features via learning

* six classification model: Random Forest, Decision Table, |48, Naive Bayes, Logistic Regression, SMO.
* patch benchmark separation.
* |0-fold cross validation.

Step 2: combine trained model with existing techniques via majority voting
 without oracle: PATCH-SIM + Anti-patterns + Model® < patch validation.
* with oracle: Evosuite + Randoop + Model® < patch evaluation.

Integration Results with and without the Oracle

Strategy TP FP  Precision  Recall Under both scenarios, the
= EaTCE ol =2 2 eille  Hotan integration results significantly
o Anti-patterns 219 37 85.55% 33.49% . . .
E Integration with the Learned Model | 343 30 91.96% 52.45% OUtPerform existing technlques.
? PATCH-SIM + E-PATCH-SIM + Anti-patterns | 182 38 82.73% 27.83%

Evosuite ‘ 350 3 99.15% 53.52% The learned model makes
= Randoop 221 6 97.36% 33.79% . .
& Integration with the Learned Model | 435 4 99.10% 66.51% contributions for Performance

Evosuite + Randoop + Daikon | 295 3 98.99% 45.11% enhancement.
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» BFERFFINNNTIEIIE

Wang, Shangwen, Ming Wen, Bo Lin, Hongjun Wu,Yihao Qin, Deqing Zou, Xiaoguang Mao, and Hai Jin.
"Automated patch correctness assessment: How far are we?." In Proceedings of the 35th
IEEE/ACM International Conference on Automated Software Engineering, pp. 968-980.2020.

DILET Tl [ I I Time-consuming to generate and execute tests

More efficient while less precise. Relying on manually
designed features.

Code representation

With the emerging of code

]

| L}

: . < ; :
embed.dmg techniques, patches can e | bueycode 4 e : buger code
be easily transferred to vectors, =" T | : snibeddingtiodel |  vector

ofe . ofe . ; : B : I
thus facilitating the utilization of paict 45D : SN NN ﬁ

. ° 1 1 : :
deep Iearn’ng tEChnlqueS i ______ E patched code :...-______________________: pellielicals
vector
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Commaon_ancestor.node

1 if (strLen > size) { T

2 return -1; it ‘_J

3 3

4 char[] thisBuf = buffer; len len
5 = int len = thisBuf.length - strlLen; - < -

6 + int len = size - strLgn + 1; Buggy sub-tree s‘"‘"‘ﬂ

7 outer: thisBuf vt e strLen

8 for (int i = startIndex; i < len; i++) { . —

’ for Cint J = @5 J < skeleny J4%) § (a) AST for buggy code snippet. (b) AST for patched code snippet.

Treating the added and deleted lines separately by considering the whole line
Missing Contexts as a token sequence and embedding each single token.

{ int, len, =, thisBuf, length, -, strlLen }

.. Treating keywords in a program in the same way with other tokens (e.g., variable
Missing Structures . .
names), thus overlooking the program’s inherent structures.

AIRFNRERE S EH AN BF AR A'**‘*%W“En
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» BFFRREFI4NTISINE

Commaon_ancestor.node

1 if (strLen > size) {
2 return -1; 4—J
3 }
4 char[] thisBuf = buffer; len len
5 = int len = thisBuf.length - strLen; Buggy sub-tree = _
& # int len = size - strlLen + 1; 5“'—"-ﬂ
’ outer‘i ; " ) thisBuf length i strLen
8 for (int i = startIndex; i < len; if+) {
9 for (int j = @; j < strLen; j++ . :
( J » ’ (a) AST for buggy code snippet. (b) AST for patched code snippet.
¥ fﬂ{ thhe gugg i AST Encoder
etho 4 R
Buggy Method ) E -4 Buggy Method Code Change Vector

Vector

B~ Seeee

i AST for the Patched - e — E
C ac h e Patched Method i Method \

Correct
=g or
Overfitting

l
@0000
l

B,  eeee

Patched Sub-Tree :
Patched Method 1 LBy
0& I
Vector e
LS i3 S : P >, v »
Context Extraction AST Embedding Patch Classification
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» BFRFFINH T IIE—RIMESS

AST for the Buggy

| ™" Method BuggysubTree | AST Encoder P
BuggyMethod | | E momibatel | 7S | CodeChange Vecto
i i (¢ i I
=g e | S GEER- ) |
i ontext in E O O O O : =k
i ' . / ' : i . N Correct
| ASTfor the Patched ™ P> o 152 E B = ®—|: = or
Patched Method i Method f N P | O B Overfitting
1 | I I =
h ﬁ @0 0@+
i Patched Sub-Tree E . E b — : .
% -> | : E A PatchedMethod | L[ 85! L
i T : [ !
' ‘& ' Vector : et
Ik._ 2 Jlk,_ v _Ji\-._ v
Context Extraction AST Embedding Patch Classification
subtokens | Fully; ; ; Attention
e — : connecie :
:V: | i We use AST paths to embed patches
A > N | : .—’. which, to a large extend, preserves the
~ Expr ” | If Expr ] ]I,Qt}":gvgypr i (il i path_1 vector Structure Of the Ol‘lglnal Program Since any
| i | | = -_“ 1 path_2vector — . .
P | - - = two consecutive nodes in the AST path are
T % """"""" ; » : path._n vector ‘ inherent with the parent & child relation in
3 ________________________ i i | AST Representation th € Parsed AST
subtokens
AST Embedding
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» BFRFFINHTIRIE—EIESE

Table 1. Datasets Used in Our Experiments

Datasets Subjects # Correct patches # Overfitting patches  Total
Tian et al. [76] 468 532 1,000

Small | Wang et al. [81] 248 654 902
Filtered 535 648 1,183
ManySStuBs4] [30] 51,433 0 51,433

Large | RepairThemAll [16] 900 63,393 64,2937
Filtered 25,589 24,105 49,694

AR DR R &2 = T i
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» BFRFFIH T IGIE—SEINEER

Effectiveness of Cache Compared with Other Representation Learning Techniques

s
SsJ(a) CAcHE .~
-~ =

@ Correct patch
a On-ﬂ'inll:q:panh

Classifier Embedding Acc. Pre. Recall. F1 AUC
BERT [15] 63.5 65.3 70.9 67.9 63.7
CC2vec [26] 66.1 69.4 68.0 68.7 66.5
- - code2vec [5] 65.1 68.1 68.3 68.1 64.4
code2seq [2] 60.1 63.5 64.0 63.7 60.0
| E i Doc2Vec [35] 61.2 64.5 65.3 64.8 60.8
o BERT [15] 64.8 66.5 72.4 69.2 68.7
g 1 CC2vec [26] 64.9 62.4 90.1 73.7 68.6
i code2vec [5] 66.8 68.6 72.9 70.6 70.2
= o code2seq [2] 60.7 63.3 67.6 65.3 63.1
g Doc2Vec [35] 63.7 65.7 70.8 68.0 68.9
- BERT [15] 61.6 64.8 65.7 65.0 64.7
(c) CC2Vec CC2vec [26] 60.0 58.3 94.6 72.2 58.1
code2vec [5] 57.7 58.1 81.5 67.8 55.6
code2seq [2] 37.0 59.0 70.5 64.2 60.6
= Doc2Vec [35] 64.1 65.8 72.4 68.7 67.0
S 75.4 79.5 76.5 78.0 80.3
|-_

& ® e
X
it 8
! .
e
) -0
]
] I, .
v &0
—~ * a4
; 20
L o
20 20
a 20 —40

(d) code2seq (e) code2vec (f) Doc2vec

Distribution of embedding vectors generated by Cache and other
Representation Learning Techniques

AR SN AR iR & 2 T H N S F RS X

Cache can outperform other representation
learning based techniques significantly under
different experimental settings. Specifically, it
achieves an average Fl-score of 78.0%.

DD Ar REHELTES

Al‘software;Devel@ent Digital stmmit - oo
4 p k . . 3 ‘ (0 .

.



» BFRFFINHTIIE—SEISER

Effectiveness of Cache Compared with Other APCA Techniques

APCA Acc. Prec. Recall. F1 . . . .
Evosuite [23] — et = = As a static technique, Cache ach:feves t.he. optimum
Randoop [65] 51.3 97.4 33.8 50.2 overall performance compared with existing APCA
Diff TGen [85] 49.6 97.4 30.6 46.6 techniques with a high Fl-score reaching 93.7%.
Dacon|20) ik e g4 i, Furthermore, it can even achieve a higher precision
R-Opad [91] 34.9 100.0 10.2 18.5 ) X )
E-Opad [91] 377 100.0 147 o5 than certain dynamic techniques, e.g., PATCH-SIM.
PATCH-SIM [87] 49.5 83.0 38.9 53.0
E-PATCH-SIM [81] 41.7 82.1 25.8 39.3 Lin, Bo, Shangwen Wang, Ming Wen, and Xiaoguang
[0) Anti-patterns [74] - = S e Mao. "Context-aware code change embedding
= S:% [37] 69.7 7.3 78.9 79.0 for better patch correctness assessment." ACM
+ ssFix [86] 69.2 78.9 78.8 78.8 . y s Engineeri 4 Methodol
7] CapGen [82] o e —_— e ransactions on Software Engineering and Methodology
Random Forest [25] 755 87.0 89.1 88.0 (TOSEM) 31, no. 3 (2022): 1-29.
ODS [92] 88.9 90.4 94.8 92.5
CACHE 90.8 92.9 94.5 93.7

denotes techniques that require the oracle information. The bold name means the technique is dynamic.

learning
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File : src/main/java/org/time/Partial.java

line 401: Partial with(int value){

line 402: Partial newP = new Partial(IC, newT,
newV);

line 403: IC.validate(newP, newV);

line 404:}

</ >ﬁ

Buggy Program

T

o8

Test Suites

AR TN IR iR &R =

[ FL Tools J

Suspicious code Element

AN FRTA

File-Level

|. with
2. without
3. compare

Method-Level

|.line 402
2.line 403
3.line 404

Statement-Level

/DD
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Developers look for variable-level FL approaches
* Monitoring variable are widely used in practice

* Variables values are useful to understand the root cause of the bug

e N All  Comments Work Log History Activity Transitions T
& stack
| 1=1 overflow v Jesse Pelton added a comment - 01/Jun/04 15:01
9 ; So gTranscoder is getting reset or overwritten at some point. Try setting a
/ APACHE breakpoint on the variable (use the "Data" tab on VS.Net's "New Breakpoint"
. 0T dialog) to see when it gets changed. I'd probably set a breakpoint in
"""""""""""""""""""""""" XMLString:initString, let gTranscoder get initialized, then set the data breakpoint

Community comments and run until the breakpoint gets tripped.

Reference URL: https://issues.apache.org/jira/browse/XERCESC-1222
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Isolating Fault-Correlated Variables

1 _

ﬂﬂ Entity | Suspicious _
2

1% 0.50
Bl: : s 2 o v, 0.00
Target Program Original Constructing Variable Suspicious Variables Program Mutants Mutated |
+Test Suite . Execution Trace Execution Matrixes Execution Trace!
oo Statistical Analysis -—---------------mmoees ﬂ --------------------- Mutation Analysis -----------rooreooooeoes >
Spectrum-Based Fault Localization Mutation-Based Fault Localization
* Fault-correlated elements should be * A change of Fault-correlated elements is
more frequently covered by failing more likely to change the results in failing
" tests rather than passing tests y N tests, and less likely in passing tests
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Failing; Failing, | Passing; Passing, Passings
BB, 2 1 0 0 0
BB, 2 0 0 1 0
/ Variable
BB, 2 1 0 0 0
* Build variable execution matrix BB, | 2 0 6 2 4

For each variable, IsoVar record the spectrum of the basic blocks containing that variable

* Fulfill the insights from spectrum-based fault localization

More frequently: FCV : """"""""""""""""""""""""""" 1
Less frequently: I :

I I

g _ _ :

I _ ! :

1 I

+
Dissimilar: e !
ﬁ
Failing execution traces Passing execution traces
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, 7 I s Sl
* Mutate the; va,rlable/as mJtantybased on variable type y

* Fulfill the insights from mutation-based fault localization

Cast more impact: % :
Cast less impact:

Mutant of FCV o e s

- I I

|I : — — 1

I I

e e e o e o o o o e ]

Th o

Failing execution ftraces Passing execution fraces b e e A
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— < 0] >= {:

v
Refine Patch Priority Score by IsoVar outputs

<--4-

LGl correct patches should involve more fault-correlated variables

TABLE 3: Patch Prioritization for Existing APR Techniques

APR Cardumen jMutRepair NPEFix Nopol Arja DynaMoth GenProg JGenProg jKali RSRepair Kali PraPR TBar SimFix Summary

#CP 3 4 4 3 774 2 45 3 2 43 3 39 80 33 1,034
4CPBP 3 4 0 3 764 2 3 3 2 13 3 17 55 29 D
#CPBP* 3 4 1 3 767 2 36 3 2 20 3 19 56 31 (9s50)

Enhance 14 automated program repair techniques to rank the ~ Prioritize 49 more correct patches

correct patches. The precision improvement is 69.6%-79.9%
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* Automated program repair is important, especially in the large language model era.

* Precise patch correctness assessment (PCA) is the key for practical automated
program repair.

* Existing PCA efforts are yet insufficient. Our proposed static analysis based, and

learning based methods have demonstrated promising performance.

Precision Recall
C+T CL L M H T C LE C+T CL L M H 'E 64 LE
Evosuite 100.00% 100.00% 95.71% 100.00% 0.00% 97.73% 98.75% 00.00% LIWERAN  20.51% 63.81%  60.89% 51.55%  53.75%  68.10%  33.93% |-
Randoop 100.00% 91.04% 100.00% 100.00%
Diff TGen
Daikon

APCA Technique

100.00% 91.677

R ; etl ub-Tree i ncoder ;
H ' _ i -
92.93% 82.29% 037 Buggy Method \ = M Buggy Method | :I Code Change Vector ‘
A | ' Vector i : ll ;
R-Opad 00.00%  100.00%  100.00° .00 -»> ! SR \ ! i i O Softmax |
1 ! 00 0@® -} ;
E-Opad 00.00%  100.00%  100.00 00.00% 0.00% ; ‘ A —— (] : b

0 3 :} | p— o
G | ASTfor the Patched ™= —
7 Patched Method : Method 3 *
[ [N ! ] ¢
e - Pached s Tree | Jﬂﬂ ¢ IR mY . --ﬂ-ﬂ -m UF]
3 z | TEeT] % L - A EEEE
} = md

Anti-patterns 95.45% 89.32% 63.64%
PATCH-SIM 75.00% 80.00%
E-PATCH-SIM 71.93% 62.96%

Context Extraction D—— - 2 128 (160 28 B ()
- Target Program Original Constructing Variable Susplclous Variables Program Mutants Mutated
+Test Suite Execution Trace Execution Matrixes Execution Trace
Statistical Analysis Mutation Analysis ——--—-———m +
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Code-Change-Oriented Pre-Trained Model

Original Code Change: —
Masked Token Masked New Masked Old Masked Edit Pre-training
Old Token Seq. [ this ][ ][ remove ][ Things ][ ( ] [ <NULL> ][ Things ][ ); ] Unit Prediction  Token Prediction ~ Token Prediction  Action Prediction Obj ectives
New Token Seq. (_this J( J__add J{Things J(_ (] (_ New ] Things J( ) -
Edit Action Seq. [ equal ][ equal][ replace ][ equal ][ equal ][ Insert ][ equal ][ equal ] Hidden States'-- h;_4 h; | [hi+1] [ h; ] =
1 i i t 1
Masked CodeChompes e { Transformer Encoder Layers J Feature
0Old Token Seq. [ MASK Ji( ][MC\§I<_J[]}4_/§§I§_][___(,__lLfI:IpPP>J[ Things ) ); | t ! : ' N extraction
New Token Seq. :[ MASK ]i[ ][ add ][ Things ]{ MASK ][ MASK ][ Things ][ ); ] Input Repre. [ Xq ] [xi_l ] [ X; ] [xi+1 ] [ Xy ] —Jlayers
: . : e | ST | ST | S I G i A 1
Edit Action Seq. [_l\_/IfX_S_K_ J equal ] (_replace J("equal J(_equal J(__Tnsert J{ MASK J(MASK ): ittt l Code Token ” Edit Action ” Position J Input Layer
B i & Embed. Embed. Embed.
[ Transformer Encoder Layers ] --------------------------- | —
:[ old J[ New ]{ Edit ][Posmon |
Reconstruct Masked Code/Edit: - 1|_ Token Token Action :
. .. Masked Old Token ~ Masked New Token | Masked Edit Action = _  (—— (— — = Pre-processing
Masked Unit Prediction B on Prediction P \ Code Tokens [ ty ] [tl_1 ] [ t% ] [tz o ] . [ t; ]
MASK || MASK )| MASK AS MASK
( )l I ) ( MASK )(MASK ) [MAEK] (MA%K] [MA‘SK] [MAEK] [ 5 Cotle Ehange ik ]
[ this ][ this ][ equal ] [ remove ][ Things ] [ ( ] [ New ] [ equal ] [ equal ]

Pre-training Objectives

CCBERT: Self-Supervised Code Change
Representation Learning, Arxiv 2023

AN FRTA

Overview of CCBERT
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How to better represent a patch!?

Code-Change-Oriented Pre-Trained Model

é Code Diff Generation N
4 N TR Em
Masked Language Modeling for Code Change be | =.4 &y
a4/
. 7 <KEEP> ifb3==0: 2
<KEEP> engine = "gsheets" @3 DIDREG NEWDEG B Sl ( Program Language To Natural Language Generation )
< return
<DEL> <MASKO> <MASKO>: del e W I p
- allows_subqueries= /3 <ADD>  return@ KEEP e = iosheatan @
<ADD <MASK1> Ealse return Bl < > engine = "gsheets
<MASK1>: \ S J <DEL> allows_subqueries = False Eriable =ubgueries
Enable subqueries allows_subqueries = ‘ <ADD> allows_subqueries = True in gsheetsdb
in gsheetsdb True ‘ » L )

J
al Masked Language Modeling for Commit Message ) N\

d Natural Language To Program Language Generation

<KEEP> engine = "gsheets"
<DEL> allows_subqueries = False
<ADD> allows_subqueries = True

@ <MASKO> subqueries

in <MASK1>
.

<MASKO>:
Enable

<MASK1>:
gsheetsdb

Overview of CCT5

<KEEP> engine = "gsheets"
<DEL> allows_subqueries = False
<ADD> <MASKO>

@ Enable subqueries
in gsheetsdb

@=>

<MASKO>:

allows_subqueries

=True

4

Lin, Bo, Shangwen Wang, Zhongxin Liu, Yepang Liu, Xin Xia, and Xiaoguang Mao. "CCT5: A
Code-Change-Oriented Pre-Trained Model." ESEC/FSE (2023).
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Direction How to design better prompts!?

Prompt Design

Benchmarks DL-based APR
e - ET Model Input Format
sBat D

2 Sghg § Comment buggy lines (BL) with hint “BUG:” and “FIXED:”
===y 2 3 Codex Prefix prompt: Beginning of the buggy function to BL. comment
W e .| Generated Suffix prompt: Line afler BL comment to end of the buggy [unction

= LLM Ealches CodeTs Mask buggy lines with <extra_id 0> and input the buggy function

) s

= s g CodeGen Input beginning of the buggy method to line before buggy lines

5" a

= % PLBART Mask buggy lines with <mask> and input the buggy function
CESE T e InCoder Mask buggy lines with <mask> and input the buggy function

VJBench - 58y = .
—trans Correct Patches Tuned LLMs  Comment buggy lines and input the buggy function

Wu, Yi, Nan Jiang, Hung Viet Pham, Thibaud Lutellier, Jordan Dauvis, Lin Tan, Petr Babkin, and
Sameena Shah. "How Effective Are Neural Networks for Fixing Security Vulnerabilities."

(ISSTA 2023).

‘.
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Correctly Repaired Vulnerabilities. (X/Y: X denotes correct patches while Y denotes plausible patches)

LLMs Fine-Tuned LLMs APR models
Codex CodeT5 CodeGen PLBART InCoder CodeT5 CodeGen PLBART InCoder CURE Recoder RewardR KNOD
VJBench (15) 4.0/ 4.6 0/0 1/2 2/3 2/2 3/4 3/4 2/3 3/4 0/1 1/2 2/3 0/0
Vul4] (35) 6.2/ 10.9 2/2 1/6 0/4 3/4 217 5/8 2/6 6/9 1/4 0/4 0/2 1/1
Total (50) 10.2/ 15.5 2/2 2/8 2/7 5/6 5/11 8/12 4/9 9/13 1/5 1/6 2/5 1/1
Compilation Rate (%) 79.7 6.4 358 47.8 65.2 46.8 47.2 45.2 55.2 24.5 57.6 ATT 37.3

* Existing LLMs and APR models fix very few Java vulnerabilities. Codex fixes 10.2 (20.4%)
vulnerabilities on average, exhibiting the best fixing capability.

* Manually examine whether a patch 1s correct, and 44.9% of the patches are plausible but incorrect. It
calls for action to design better APCA techniques.

* Model fine-tuning can enhance the repair performance. It calls for action to create larger
vulnerability repair training datasets, and fine-tune LLMs with such data.
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Direction How to design better prompts!?

Infer Static Analysis

//APredic‘teq patch . .
Detection and Classification private Designer getDesmner(Othect adaptable) { ]
ResourceResolver resolver = getResourceResolver(adaptable);
“kind": "ERROR", if (resolver != null) { ]
Pull Request “bug_type": “NULL_DEREFERENCE", return resolver.adaptTo(Designer.class); [
"gualifier": "object returned by ‘getResourceResolver(this,adaptable)® fetiun an 1l rom eSI n
could be null and is dereferenced at line 168.", L
“severity”: "HIGH",
Localization
_ Large Language Model
“line": 168, I
“procedure": "Designer DefineObjectsInjector.getDesigner(Object)", u Bug ype
“procedure_start_line": 167,
=file™:
"src/main/java/com/adobe/acs/commons/models/../DefineObjectsInjector.java" . Patc h < O ntexts
= Historical Bug Fi
Context Extraction (eWASH, type annotation) |St0 Il Ca. Ug IXeS
NULL_DEREFERENCE | package com.adobe.acs.commons.models.injectors; '
1:.|np0r‘t com.adobe.granite._xss.XSSAPI; Query database
import com.day.cq.wcm.api.PageManager; Of hiStOfiC S rierrally eimiiar i
public class DefineObjectsInjector implements Injector { bUgS and leES Pl'lV?E:Sngsaxé gElHﬁg?ﬁéng?iié \1"??_{*1) {
private ResourceResolver getResourceResolver(Object adaptable) {} if (VAR 2 '= nall) s i
private Designer getDesigner(Object adaptable) { return VAR 2.METHOD_3(CLASS_1.METHOD 4);
<START_BUG=> } T 1i:
return getResourceResolver(adaptable).adaptTo(Designer.class); } CCTUEARIY e
<END_BUG>
i NULL_DEREFERENCE | package com.adobe.acs.commons.models.injectors;
i import com.adobe.granite.xss.XSSAPI;;

Jin, Matthew, Syed Shahriar, Michele Tufano, Xin Shi, Shuai Lu, Neel Sundaresan, and Alexey
Svyatkovskiy. “Inferfix: End-to-end program repair with LLMs.” arXiv preprint (2023).

AR EHERIERR & £ B A\ B2 R NDD A"f*‘*ﬁﬁ"““&’*

(.

.
.



SRS RE—RREXIRE

Direction How to design better prompts!?

(PrOMPT|)

Evhancea | G

"  Whether this plausible "  Whether this plausible
' ? ' ?
——— patch is correct! patch is correct!
a— : .
ga’:c: Plausible Patches . Bug Type Static AnaIyS|s
atc
: e = Patch Contexts
Patch * Historical Bug Fixes
| Correct Patch | o o
""" Data Mining

Patch ; Patch
Generate e N Validate G—*_. Assess
< (Test Suite) (Developer) —
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Copke LrAMA

i

Long context (7B 2, 13B =2, 34B)
» fine-tuning —| _
Lrama 2 Code training 20B ?smwtlp : Copk LLAMA - INSTRUCT
: . . — Ine-tuning  —»
Foundation models — Infilling code training = — (7B =, 13B =, 34B)
5B
(75,138,340 3008 Python code Long context C L p
__»  training —» Fine-tuning » LCODE LLAMA - FYTHON
(7B, 13B, 34B)
100B 20B
Pretrain—finetune (BERT, T5) Instruction tuning (FLAN)
( N\ [ p— &
Pretrained Finetune on Inference ; Instruction-tune on
[ LM }_’ taskA > ontaskA Pretmned - i y D. . — g‘ﬁ?&_""‘cﬁ
w, y Ly uee .
* LIRSy raquies thany Model learns to erform Inference on
. gﬁg 3528}2‘]‘]2%"(? ﬁg'c?es, many tasks via r?atural unseen task
L for each task ) L language instructions Y
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Copke LrAMA

i

Long context (7B 2, 13B =, 34B)
» fine-tuning | _
Lirama 2 Code training 20B S Cobpk LLAMA - INSTRUCT
. . ——»  Fine-tuning —»
Foundation models —* Infilling code training = — I (7B =, 13B =, 34B)
(78,138, 348) 500B Python code Long context C L p
__»  training —» Fine-tuning , ODE LLAMA - FYTHON
(7B, 13B, 34B)
100B 20B
{ {

"instruction": "Detect whether the following code contains ” Y . . e
instruction”:“Detect whether the following code contains vulnerabilities.”,

vulnerabilities.", . e
“input”:

MAX_WRITERS)\n\t\treturn NULL;\n\treturn pkt_devs[dev_minor];\n}”,

static struct pktcdvd_device *pkt_find_dev_from_minor(int dev_minor)\n{\n\tif (dev_minor >=
"input": "static struct pktcdvd_device

*pkt_find_dev_from_minor(int dev_minor)\n{\n\tif
(dev_minor >= MAX_WRITERS)\n\t\treturn
NULL;\n\treturn pkt_devs[dev_minor];\n}",

99,66

“output”:*“vulnerable. The sign of 'dev_minor" is not checked, which could permit a negative integer to bypass the
'dev_minor >= MAX_WRITERS' check.This can allow an invalid memory access to occur when 'dev_minor' is used as an

index for 'pkt_devs', leading to sensitive information leaks or system crashes. "

}

"output™:
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