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F=Z=H (Chon Sunil)

Manager of ThinkforBL Co., Inc.

« Lead author of the Al Trustworthiness Development Guide,
published by the Korean Ministry of Science and ICT, covering all
domains : Smart Policing, Hiring, Generative Al, Autonomous
Driving, Healthcare, and Public & Social Services - Compatible with
63 out of 67 detailed.verification_ items in the 'Al RMF' published
by the U.S:-NIST

« Developed Al Trustworthiness Verification Techniques and
established seven group standards with Korea' s
Telecommunications Technology Association (TTA)

«  Certified Auditor for Al Management System (ISO/IEC 42001)

+ Certified in Functional Safety Verification Frameworks AFSP
(Automotive Functional Safety Professional), CACSP (Certified
Automotive Cyber Security Professional)

« Master’ s Degree in Electronic Engineering from Jeonbuk National University
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17 years since it was established
MB1TEL LT I EEAT)

Registered over 80 Patents
HBSOZBINEAEH

Established 15 Standards & Papers
Z 5RE15TUT A | RRZBRAIEX

Received 8 Ministerial Awards
o FA 810 [E| R LRA, 22 10

R&D consulting for over 400 companies
734002 XL RER&DE AR S5

Performance of =/ national SW quality management projects. Unrivaled
performance in patents, standards, and papers in the field of ~! {rustwortniness
and education

RIEMARREKGER=EEAR , FAIRIEHESHEIENER. mESEXHE
T, TS,

2025 AH-RABFIER | BIBAl EBH L

9 Certification 9 e A IAE

Intellectual Property Management Company (Recertification)
MR MR (EBETBRIAE)

Excellent Invention Company (Recertification)
EHEFHAES A (SBEBRIAL)

Companies with excellent employment & utilization of

female R&D personnel
ghill Z4FE el & FRARZHFZMRE&D AT Hy1ball

Family-Friendly Certified Company (Recertification)
TERTRERFHENINER ] (B@i3HERIAL)

Technology Innovation Small & Medium Enterprises (Inno-Biz)
AR EIFHE G/l (Inno-Biz)

Best-Value Service Company
IRt S HAMERAR SRl
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Focus on
Professionally
Researching Trustworthy Al

Q2R B A= QR R Rh=

THE HHMEH THE SHHMEY

6 Industry gmdellnes for Trustworthy Al by Korea s Ministry of Science and ICT
ﬁﬂ]jj HERFERAEREE “Bﬁ'li?((GIﬁ _H_ ?ﬁ)\lgﬁﬁ T/ ¥EF)

2020 )*( 2021 Hzozz)@w

Establishment of T TA(Telecommunications Technology Association) standard for Al Reliability assessment methods

BIE TAI FTEFHIFIELENTTIA (CEEBERANS) 1k

%E—'F‘H“ﬁﬁmﬂ’r’%ikﬂﬁ

Standard e o e e
7F_ ﬁ Suggestion of Practical Quantification Measuring Method of Test Design Which Can Represent the Current Status #8H8E/RBE=5FIAZSHILT i 12 11 #9E FHE L 5%
i Suggestion of Testing Method for Industrial Level Cyber-Physical System in Complex Environment FELOTER AL A T I 2R S BRI T2

Investigating and Suggesting the Evaluation Dataset for Image Classification Model YEASY: S L ar st % L fuut - 454
Importance of Adaptive Photometric Augmentation for Different Convolutional Neural Network VALIES) i kR ) e e a) )k 3

Paper g3 o o o ®

Patent - - Patent applications and registrations relatedto this from 2015, totaling 8 registrations and 4 applicatons

E20155 LIk , R THIRHIF12I, RFCRERBEN , 4NERTT The first Al tfrustworthiness trainingin Korea organized by TTA
= HEBERLIZ (TTR) BXFRATERHEE I8

Qualification course for National University

BB A T RIS RS N AT AR
Educaton #g — @ @ " — " —— ® ®

Industry-wide domination with Al trustworthiness development guides for each sector

. 5 BIEEIAR AN TSR SCEE A5 :
Business X&#MxR S A e Ml hisiomchatit RN - SRS WSSO

Researchon Al trustworthiness training methods

Al FJE TR L 5 ETR

/B

2025 AR REFIES | BIBAl ELH L
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® PART1 #zz: | /NYDD (th

What is 'Bias’ in Al?
ALEEPHRIL EITA?

In the age of information

we must first understand DI
IEEBR T, T FcIE MR A F AT+

2025 AH-TREHEFIER | BIBAl ELME
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¥ Era of Software 1 O k4108448

30 VARV T

1 Systems operated based on the code we made.
RGBT H R EMRIBIET
"Faults were the result of logical or coding mistakes.
HetiEE Haﬁ%mﬁ}ﬁi\tﬁﬁ%ﬁix

it
a2 3 @\emo‘g_o“e gL e
Ad 3 w*

ab 3

2025AH-FEKTIES | BA EBHE

NiDD &

‘Era of Software 2.0 X2 08

Instead of programs Al trained on data makes decisions.

‘f

SN TN W N AR R B T S Rk

'I" Fault it is becauseAl learned from biased data.

N .ruAlzﬁ)iu_Hisa ,'Eju E¥ I THRLEIE

Gatherlng data mcorrectly | i’&kﬂ’]i&ﬁ&i

BN ) IR ET Pl B
Failsto mclude possible exceptions or edge case

@ﬂﬁT—IﬁEHﬂAE’Ji AL e e 3]
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® PART1 #zz: | /NYDD (th

XMHFR EEF “RHIAP
There’s only malfunctions where Al behaves contrary to our intentions.
FrBiRE, RRAINT I ERINNAST—Bime

Have you ever heard of any technique to solve bias? o anse e nassAR ?

EU this year

to ask people -

BXEA (EU) S4E3H 3 ERAME — oAk BRI e S L

Hy AT EsEraerRIEEXES , B HIE T SRERIX N OREREEE, s

Rather than only relying on we focus on developing the e
PEREFEEEEOSE REATHAEIERAA

2025 AH-TREHEFIER | BIBAl ELME
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How to eliminate Al malfunctions? mmmapAk?

How can we test Al robustness? mmamuizALEEt ?

Evaluation method, which examines Al robustness in depth without exception
— M2 ITEAISERNSE BEMERENT

ISO/IEC 25059:2026 Refer to “quality property” | FRF"

Requirement 2. Evaluation ltems,
Evaluation Criteria, Evaluation
Indicators, Procedures etc.

ISO/IEC/IEEE
29119-2:2021
- Refer to “Evaluation process”

Al system evaluation | ARG AL
E3k 2 1 WEER, WHERE, FGE -
5 G RES 5|F - PRfdiRAE

USDHS (2023) mmp
Threats and mitigation

TTA TTAK.KO-11.0250

€ p,t1-parts

strategies for adversarial t ‘ B t ' ‘ Refer to “Evaluation process’
artificial intelligence Reference: t ' and “evaliation imdicatore
"Evaluation ltems” 50/EC TR 29119-11: NIST (2014) Objectand  ISO/IEC TR29119-11:  ISO/IEC TR 29119-11: -
‘ oll 2020 Al-based system human detection and 2020 Al-based system 2020 Al-based system 5| : WHMERIES W hishr
E&X#ﬂAlm}ﬁﬂﬁ’—jgiq‘fﬂg testing Reference: tracking systems Reference: testing Reference: testing Reference:
5|/ : WHEER “Evaluation Items* "Evaluation Indicators® "Evaluation Items* "Evaluation ltems*
ETAINRENR Bin5 A MBERRST ETFAIBRGTNIR EFAIFRGN I
5|/ : WEER 5IF - WEET 51/ : WHEER 51/ : WEER

The legitimacy of an evaluation is determined by its credibility | 1 ¥{&HIE ZHEUATFEIMEN

2025 AH-RABFIER | BIBAl EBH L
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WiE#ZE, BEEAMR{mILIG 2
Inaccurate data actually causes greater bias. E =M EIEATEESHEAL RN

Load Truck
¥ Public institution shared 50,000 images for training vehicle detection -
RAXHAIRME T 50,000 5K E &, AFTE=HISEIRAIRIYIIZR
L/ 1 i N I
The colors of the bounding box keep on changin Performance on the right side is much better than on the left side
_______________________________ l;g{mu ‘ ;

REHT AR

Used 50,000 images |1EAT 50,000 k=& Used only 2,000 images from the 50,000 | 2FF T50,000§l€)# 92,0003k

2025 AH-REBFIES | BBA EBH X
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Data Redundancy-does not just end with the waste of-resources.
BRI N ER RREFEXAE

‘Need more data’ means that the data should include a lot of context.
'EEFEZHIE NEESYRE HHIENESFFENIEIEEE

Redundant data
can actually increase bias

| B & #df I m al gEnfEm
WV Balanced Data | 5%z

2025 AH-RABFIER | BIBAl EBH L
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® PART1 #zz: | /NYDD (th

EER—EhE, ER EERXFE

It is not include exceptions and edge cases,

it will be difficult to secure robustness and reliability.
MRBIEP TR SR BRAMBERE, BAREBRRZANSHES RIS

100 tests with redundant data of the meaning | | Validation of and cases
100 &FHEE X ITREIEFIN I | | B E R B HL R
100 X-rays of the body part | | Capturing body parts
100 sKkHRIERAIMIXHR | | ME RS ARBAIRI R R LR
100 problems about addition | | problems

including calculus, vectors, and linear algebra.

100 &2 Z MiLAYE
i RIMANLH | | EEESHS. ARNA R NESHAD

2025 AH-TREHEFIER | BIBAl ELME
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® PART1 k%=

The problem is how to technically

incorporate the exceptions
Into the test data,

NDD 6!

and how to objectively evaluate them.
8] RELE T 20 5 A UG 71175 1 2 AR 253,

BA R a0 e 2= 0 st 3 Bt 17 34

2025 AH-RABFIER | BIBAl EBH L
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EPFAI— B, AIREIRAC AL E
For our advanced weapons to be trusted # Tit&# R BEBED, IR ABELREYE

key areas of safety research with Korea's DTaQ(Defense Agency for Technology and Quality),

Increasing of Al in the defense sector | ElFrit S Xt EBfEEDMIRE . =

International interest in defense capabilities
LIeBI-RERH 58 5 AR S B AR 2 B A BRI 23R EphgE h IR E Evaluation Guidelines  Empirical Evidence

Defense Al active in Ukraine and the Middle East... “4 gap with Future War Keyword 'Al' as Seen in Israel-Iran Conflict
leading countries... )

2024.4 15. — Defense Al active in Ukraine and the M
leading countries ... Now is the golden time... Ukrain

— Israel is actually the y in the world to deploy Al- based fully
nomous vehicles. It has already yed medium-sized firearms on the border with the

Research on System Validation Methods for Al-Enabled

Weapon Systems | ARZBRIGEBRIRARE SRR

Enhancing capabilities through Al technology; above all, what matters most is 'safety.’
BT ARARRAHENEES , BRRBOPE— K2 >
Al drone's e first bz istory w ace v
e e et o e e[| s s e et A SyEtBrm B
Weapon Systems | AIX 252 50 iR ANE R LEM 2 R)

With the advancement of Defense 4.0, it is crucial to conduct research
on defense Al safety to establish a systematic 'safety net.' POSSIbI'ItV Of acquiring Al weapon
]

| 2. IY AUSKS TIE0 ist 29| L2iY 22X s

systems for our military
| ZHHPMEREATERERFRIAIATREY

VR R 55 X E BH A TERER AR Z S

2025 AH- TR HFIER | HIBAl EEH A
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1le of the A (M ZEARZHIEENZH

How to make advanced military weapons work 100% all the time?
WM Rt E R R AR IR AT SEIETT ?

— Photometric balance —

g Dightness |
mgm  shamness |

contrast

s COlOr temperature
Shooting Angle: Field of view 60~80 degrees

__ Geometric balance ‘__ »  Content: Primarilyfocuses on identifying moving objects such as vehicles, people,

Dat ise bal _ aircraft, while high-resolution detection is possible for stationary objects.
— ala noise ance
»  Day/Night: Operates with the same performance during both day and night.

gm Annotation class balance ) Weather: Functions effectively under extreme weather conditions such as rain and snow.

»  Season:Maintains consistent performanceacrossall seasons.

»  Detection— Anomaly Alert : : ’ . . . . .
by Terrain: Operates stablyin various terrains, including mountainous areas, plains, coastlines.
»  Non-Detection— No Alert - T . o :
Other Environments: Maintains high detection capabilities evenin fog, dust, sandstorms.

: Prediction box
Data augmentation \ m Salaction, ) Not Detected

Optimize the activation ! Choose a loss
of two numbers i function

Deformable »  ObjectNoise: Includes people in camouflage clothing, model aircraft, model people, model vehicles.
Coaviiie )  brightness:0.3~ 0.9, Targetdetection even at low brightness levels

selection

Signal Noise: FGSM (Fast Gradient Sign Method), Gaussian, Salt-and—-Pepper

C Result

]
1
]
]
1
]
1
1
1
i
:
i A priori box
1
]
1
1
]
1
1
1
1
1
1
1
1

A Augmentation

»  sharpness:0.5~ 0.9, Targetdetection even at relatively low sharpnesslevels

Al s pec ification (P rOfi le) y contrast:0.4~ 0.9, dentification of key objects even in low-contrast situations

colortemperature: 0.4 ~ 0.8, Maintaining object detection capability under various ) People, vehicles (trucks, cars), aircraft (drones, helicopters), smallweapons (guns, bombs)

lighting conditions

025AH-HRABFIESR | BIBAl EBH A
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AR FIRTREN EBEEAZE

Validate robustness through 4 key elements EiF4RBERICITEER

#0125

Time series data " | Linked data Text data Video data

» ThinkforBL Proposed as technical standard in Korea | ThinkforBL 2 S5 5ERAIRE
FAMethod for Evaluating the Reliability of Al Software Based on the Balance of the \alidation Dataset,

| BT 50 USRS AR RIS A

Part 1: Methodology and System | 51889551 5%%%:

Part 2 : Design of Image Type Balanced Deta | 5528545 : EUGZSIRNFEMEIRIT

Part 3 : Design of Time series Type Balanced Data | 883854y : BT BIFFIAHRFA IS TT
Part 4 : Design of Wave Type Balanced Data | £54&84) : S5 dBMREM-& 1T
Part 5 : Design of Video Type Balanced Data | 585854 : #UTAGBNT G ST

2025 AH- TR HFIER | HIBAl EEH A

Validation framework | 35 UFH#EZR
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Photometric Balance Property

® PART1 k%=

NDD 6!

Photometric characteristics is related to the image itself. JtEFEENES BgERFHETNE
Such as brightness, sharpness, saturation, and resolution. $IUIZE, JEMTE, (AFIEIISPiEk%E

Research results on Al model detection depending on the quality of brightness and sharpness in image data — “Investigating and Suggesting the Evaluation Dataset for Image Classification Model”, IEEE Access Vol. 8, 2020

2025 AH-RABFIER | BIBAl EBH L

BTG5 5 AR RENMAREACNIATRR —(FRTEIG OSSR HEEIEERMTT S W) , AFRT(EEE Access)58% , 20206
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Geometric Balance Property
Geometric characteristics are the visual properties of the objects detected in the image.

JU AT RGP A A AL 50 B
Such as rotation, viewing angle, size, number of objects, and clipping.

Blanied e, YLE, R, B BERIIEE

2025 AH-RABFIER | BIBAl EBH L
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Data Noise Balance Property

Noise characteristics are environmental factors that affect image detection.
L P AF M RRI R RN Bl BRI IME R R
Such as masking or having a distracting object next to it.

19"]911{%! 'JiE*T 3 ﬁr :Fﬁ%@#’lilﬂ.

-'51*&;'& A| TﬁH@AI E:Eﬁﬁii
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for general statistical figures ;ERTERNGEITEL

I .
Customer renews Customer converts

Coin flip (heads/tails)

2025A4- R &%

1=y

q_

HAZFFHARRRIETFERAR S 20551

Customer fraud

BL | WiBAl EBHA

14000

12000

10000

8000

6000

4000

® PART1 k%=

Class Balance for 20,560 Instances

N DD 6
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® PART azza| ANJDD GH1h

logical combinations )& #ui2ih At SAIRFEE

Alert: Detect objects DNF (Disjunctive normal form)
identified as
anomalies.

o
°
o
°
°
o
o
o
o
°

We don't know

1 brightness ® )
If there are ta" people h ) ﬁ/ﬁy"‘ FEER 5 LIF: 34 Literal of 1 term fault (Insertion)
who wear glasses SHEIRRCSS T3R5 5 Z 58 ,
contrast K J e : A% AW (t1: (TTTF), t2: (TTFT), t3: (TTFF)}
Vi e = , g B
‘&ﬂ]%ﬁﬁi’ ﬁ”ﬁ@ﬂﬁ& color temperature [l ~\. (8 ,
WIRTRA ‘jl%jl\'? angle of view 4 L Groups that must be satisfied for detection
7o, daymight [ SRS N=E 7 Y Tl vk e k=R ] \on-detection —
CRCEAAY @ & th ) ~ (i No Alert: Detect £2.t3 makes f’ False. MUTP can detect LIF tvpe
E - weatier ‘ similar objects
. TR season ® that may cause
BT ¥ e e ety © e confusion With
/ G .\ Groups that affect the quality of the input the target object. moS T e
e [ARIT % e ® but must be detected regardless of their presence. BE Sl < 4 (9,216 case)
' it 0 e BWBARE, EHETFECETENIER o Wl L=l ‘
SOFTWARE signal noise c BB IF, Emtst=tia s
annotation class ® Test Scena riO
TESTING As objects that Not Detected: This refers to cases where - e ———
determine the detection the conditions were not met, leading to o i T LT T e L
NN ) MR e result, both cannot be non-detect/:on. These cases may be used (4,608 case) : : ,': N Vd ; ”
ORD J. MY L lhe came time for evaluation purposes or may be Sl ot detecte
’ excluded. AR (233,26’0_ s_cenar/os)

h-A M"A//],fui Y A ] - 4 St = LAY
LA RIAR . W Sl FRAEAEMERERN
& GIIE, XK TG F iF S | B

BT T LU

2025 AH- TR HFIER | HIBAl EEH A
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® PART azzat| /ANJDD Gt

Test coverage and Al model accuracy are not proportional.

MABER 5 AREEVERE FHFRIEL

Higher data coverage means a broader test scope, which results in higher reliability in Al
testing results. we don’t know yet whether an Al model is inaccurate just because the test
coverage is low. FEMIIEEERERET ZHNNAHE, AT KESHAMNRER A5,

B EMAEERISE, HTaEFIRTER R SR

High coverage

Not guaranteed to be healthy | Test Reliability(High)

Perform about 10 types of tests (10 areas)

...................

Arteries

Muscles

.................. -

Gallbladder —_ Sl il g, :

L Pancreas

....................... | £ W Urinary bladder

2025AH-TFEEFIES | HiaA SBEHE

Low coverage

Not guaranteed to be unhealthy | Test Reliability(Low)

Perform about 10 types of tests (only in 1 area)

Pharynx Brain
Larynx

Heart Lymph nodes
Arteries

Muscles

Liver

Gallbladder

Bone marrow

Skeleton R Pancreas

Intestines ‘ | Urinary bladder
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Trustworthy Al Diagnostic Report

Life

| HEZHNA TR EMEITFERAR S = 5

BT RS

® PART 75z | /ANVDD (i1h

llulll The key to assessing the robustness of Al system lies in

It doesn't mean that

but rather that
we haven't validated it.

X FHF AR FAIFFTE o)
i A1E %?ﬁﬁﬂ

BL | WiBAl EBHA

there is an error in the Al,

ensuring Al that the evaluation is technical and objective.

FHAR S SR BT W P AT RAZ BN SEA,

¥ what has been tested

. Confidence level f Brain |

Larynx Can only recognize

Heart that it might be healthy or;

Arteries jLat tere
. potentlal issue.
Muscles ~ Spleen
S liver - Can be certainfl S s P KT AT AL 2 R EREY , B& Al

...................

Gallbladder —_

\T—?TLT = FE AR, T

Kidneys

Skeleton — Pancreas

we cannot know what areas are healthy and
what areas haven't been checked.
MIX100INMERE , FIARTEZBXHIER ,
B oy B A 1 RIS M e it J5 SR AS
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The best possible Validation method currently available.
BRI ARIREN IERE
Making our tools trustworthy through technology. i&id#A | iLHIMWTEESE

ISO/IEC 25059:2026 Refer to “quality property”

e ISO/IEC/IEEE
4 Evaluation Items, ‘ . 293;3’,[20021
: Ny Evaluation Criteria, Al system evaluation “Evaluation
N = DA @ Evaluation Indicators, r0cess”
HiE N\: ‘ . Procedures etc. ;
r‘““f'““[ 1L ' S N
N "1 g
" e T
fpioaamcazidiin. § _anin N
| | ‘ USDHS (2023) Robustness Explain-ability Alignment
> | A ‘ Threatsand ~ EEp L TTA
' Sample e mitigation t E ' t TTAKKO-
i 0 strategies for NIST ®014) 11.0250
Object Detection Al atical 29119112020 etecfionand  20119-11:2020 - 29118-11:2020 Referto
A o : intelligence -based system trackina svstems -based system -based system “Evaluation
Used in %‘ifnjlflc Sur\_/elllance Refergenoe: testing Reference: Refgrezce: testing Reference:  testing Reference: process” and
EZH?H’%BME*IF&EW "Evaluation "Evaluation W= aluation "Evaluation "Evaluation “evaluation
ltems" [tems" Indicators” [tems" ltems" indicators”

The legitimacy of an evaluation is determined by its credibility | Wf&HIE Z R FEMET,

2025 AH-RABFIER | BIBAl EBH L
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Much research is needed p=zAmz

Middle Category#1 Middle Category#2 Middle Category#3

e.g.:Ethics e.g.:laws e.g.:Social effects

Subcategorie Subcategorie Subcategorie Subcategorie Subcategorie Subcategorie :
s#1 s#2 s#3 s#1 s#2 s#1

Guidelines and Guidelines and Guidelines and Guidelines and Guidelines and Guidelines and

Evaluation
Methods

Evaluation Evaluation Evaluation Evaluation Evaluation
Methods Methods Methods Methods Methods

............................................................................... o o e o o o A o i o o

Guidelines and Evaluation Methods £/ 5 {4 5%

Evaluation Evaluation Evaluation Evaluation Evaluation Evaluation
Code Code Code Code Code Code

Guidelines & Evaluation Methods Implementation 157 5 {4 73 £ L i

Domain#1 (Education)
QA Datasetfor Value Assessment

Domain #2 (Healthcare)
e QA Datasetfor Value Assessment
oL

/"j}/‘ \v\{
O
[LILRA Dotk (REGitions) Reasomng -based
QA Dataset for Value Assessment Value Problem Presentation LLM
£ BT BN ME L R AER
&7 j
g ©
LI e

2025 AH-RAEHFIER | BIBAl EBH &
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Thank you for vyour attention.

a etter ife
and r for a Better world

a
5

§ ? "X

b 3
v

-

Chon sun il
E-mail: sichon@thinkforbl.com

2025 AH- TR HFIER | HIBAl EEH A
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2025 AN FRABFIESR
Al BEEMRA

YD D ESSINEL
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