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(HBEERNHJ/ES . MRS, RERFRESTIEPERETEPBAIINAE, XEATE—LRBAESHINA, LEATIRE
TS, BEBR.

RUERMEEHERNFESHALEFIE: tTﬁFM%MﬁE,L%AiAiﬁ%§&%MLﬁhU,xﬁ&ﬁ N2 B st = E A
RESEM., NEASRIRBETHFRERNEER, THEARE JFAEHSTPRIBRAES. EXERRAIER. SHRE.

Q) EHEESTERNRESHEIFERE: OSXAMEES, HERK, BEHATHIFERUNE, TiEBE AT L il
EEES. BEENRE, DIMEATHEEFSIWRANR, FIFED; BRAONNEE BT AEFAINEXEE.
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F—  EEUFEFOKPI FHERBIRFGHE HEREER Ft-tree
= LogParse
X H& tok REF WERES LogA | " _
EHK S ALERtoken  FEFS HNEREER ngstr;cr)nrr;ay (T IR
%E'fﬁ X/|:| ,L,\*Df't’%iIElE,:\ Tﬁ\ \'I'E';;I:Eﬂ El:gim;fiﬁg Blg LOg
Da-Parser
FEPE [FIeHEMNBEAEE KNESEE o
ORI LogPrompt
SR o Jrromp o)

FHN BENMEHESENR: BirBEN., WEBEN. EREM. T, . .
. LogAlBoxffr 5 B AR BrisE 3 B 5

[1]LogAnomaly: Unsupervised detection of sequential and quantitative anomalies in unstructured logs (IJCAI 2019)
[2]LogParse: Making Log Parsing Adaptive through Word Classification. (ICCCN 2020)

[3]LogStamp: Automatic Online Log Parsing Based on Sequence Labelling. (WAIN Performance 2021)
[4]BigLog:Unsupervised Large-scale Pre-training for a Unified Log Representation. (IWQoS 2023)

[5]DA-Parser: A Pre-trained Domain-Aware Parsing Framework for Heterogeneous Log Analysis. (COMPSAC 2023)
[6] Logprompt: Prompt engineering towards zero-shot and interpretable log analysis. (ICSE 2024 & ICPC 2024)
HlBArepottbdit: https://github.com/LogAlBox
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80% Training Data 1] 0.1% Training Data
1.0
0.88
0.8
g 06 0.47
“? 0.46 ”
= 0.4 0.33
0.24 0.22
0.2 ‘ L4
|;:J
0.0 i
Deeplog LogAnomaly LogRobust
(a) Anomaly detection with ample/scarce training data ‘
90% Training Data | | 10% Training Data
=)
Lo{ 097 0.94 - 0.94 L 0.9 098 o1
i 08 - » 0,69 0.74
X 0.63
= 0, —
E06 60
=
: 0.4
S0.
0.2
0.0
IPLoM LogSig  FT-tree Spell Drain MoLFI LogStamp

(b) Log parsing with ample/scarce training data
M ES EAIERN, 65 S BT TR T, B, T
EEENEIE RS, SREEARIRAIE, AT ERIRSERRRACR IR, LIRS ERRID
PIRTEIE, TR RN,
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Interpretable Log Parsing

Bal Timestamp |Template| Variable Explanation
2005-06-03 16:47:20 63543 dmlhlc-hmirlcr ?]ig'nmcnl exceptions L L it Object amount: the number of mstances of the
A A s s A Sy e s s _E_ A LT _P_ R A S PP NS LR 1117842974 162 "double-hummer alignment exceptions” that
2005-06-03 16:56:14 162 double-hummer alignment exc gplmnx 1117843015 141 oceurred e
————————————————————————————————————————————— : : > =
" Object name: the object name that is referenced \
2005-06-03 16:56:55 141 double-hummer alignment exceptions 2 gL Reme ‘"n‘:“l:w’]:l:ﬁ‘ il b gg;?
2005-06-03 18:21:59 CE sym 2. at 0x0b&5eeel), mask 0x05 1117848119 e (hiseenn | Location mdicator: the memory address of the I%L;;$2 T
gt S - o e - TB4R11Y xOb&5eee o =]
2005-06-04 00:24:32 ciod: failed to read message prefix on control stream (CioStream - : o : - \L“F + \IEE‘ h
Q 74 27747 her parameters: additional parameters or flags I
—:%:—)l-“‘—:’%’?:f ifu_\_(‘_ —Il—t—— -I— T - — —l— ————— —‘ ---------- e ( - -——\ ~~~~~ associated with the object LI)\ HQL#:J
5-06-04 ( > C10dL; Taned 1o read message prelix on umuu xlrunn woStream —y : z 7 p Y
ketto 172,16 1356 e ! 1117869872 Location mdicator: the network location or Ii;ﬁ}f_i]:ﬁs
Ll L] - ‘ 1117869876 address of the object ;Fﬁ]:ﬁ
5§ °
- v
Log Parsing Interpretable Anomaly Detection |
Timestamp Template Variable Is Anomaly? Lxplanation $E?EZ'§¢ ﬁ*ﬁ— %EE

T'he high number of "double-hummer alignment exceptions" and the

1117842440 13543 ! ; s
) <*> double-hummer alignment LOg Anomaly Yes. failed attempts to read messages from a control stream suggest underlying jc-l":'\ = 1:; E Ej]gzﬁk_
1117842974 g ‘ 62 . . issues with the system *ﬁ'}ﬁ = ]:Er%g

- exceplions Detection N =

1117843015 | - — -4 /3&75%0
2 Ox0Ob&Seeel Is Anomaly? R aMHhEES T
1117848119 [CE sym <*>, at <*>, mask <*>| — " Vs - s e
. R ISR T HIZE~
1117869872 ciod: failed to read message | 72,1824 3:2243 TP | oo et py B AT netuse
prefix on control stream
1117869876 (CioStream socket to <*=> 172.16.96.1:3356 MRGEBFPBI THAHS, BREFA
BEE | KEMRSIPHIEY192.168 000 TR

A oy 2 = EHEERES: FEER
(1) EHEEHMEEREY S8/ES , WFREETARE, BEEXRT —— A
WIREETIRR, ADEIBER iR v e [ _ ), TRIES BI;nJJ, AL
(2) MAHTUAER, SHREE. BREEI R, BEEAES roenmmmemsann. s || REEXSEHRMUE, TR
BT HITHEE. e e SRASIRZAXRE

"PowerShell', REIZTEIEEKITHEN- Hg*ﬁ&
BRI | zosnmggrovershel @, B

WEREETESHECIIITIIS, BINOBEN SRR s L
BRMFSEERE, RERANTERTHRSRESH, B "EEl" BEEE, e

Rk, EREE—FRINER.
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» LogPromptiERMEFRBAETSAAAGap

ERBE LogPrompt
RRTFISEE, SRIRTENED, TEINGHGRE, IR BTEZEAREEZZNE
E E ,EII'EE o (KFIEAIRET)GMERNAEBAINR, BRI TS A0RE

« ETPromptREGEANTHEZTIITHER, RIERETH

IEESTERNIEENE. IRZHHE

. « LUBHESRRS SRR KB SRS LA S HrEE I SEZ
HEER TMELE BEEss L S A A BB, AN
Sy TR STMEEEMAS T HESTTRGE, TREFITRIR. 2R, HRHRE.
- RERFPEXER, USHEHERNAARERMEETN. B

PHTRSS.
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ge/1, {(BEXIPromptiiiak

Instruction Dataset [ The log is abnormal .
, D ) Fillin [Z] oo 0 O O
f - Y- N
INSTRUCTION: Brainstorm a list of possible New Year's resolutions. )
RESPONSE: - Lose Weight. - Exercise more. - Eat healthier. Classify the given log entries into | 3) p,ojic,
normal and abnormal categories: >
L\ l\l 1Z] N
A D Fillin [X . .
; o T r—— niiiee i In our preliminary experiments
Instruction Tunin cent trip to Hawaii_ Classify the gven log entrics into ' : >
l J trave! 0109 post about @ re s I“P“‘ normal and abnormal categorics: ChathP T with the simple prompt .
apose o engod'"d L Ig;_s \_ciod: failed to read message. _/ achieved an Fl-score of only 0.189 in
ce Can you name ten different styles of rice? anomaly detection. However, our best
I3 > BGL Spirit prompt strategy outperformed the
I09ct the centrgl id Methods simple prompt by 0.195 in F1-score.
'dea of the following paragroph @ S-F1* TF1 S-F1  TF1
| ChatGPT (simple prompt) | 0.189 0.115 0445  0.086
Unseen Instructions FTmplicit CoT 0307 0.183 0443  0.096
+Explicit CoT 0.384 0.321 0.450 0.116

Large language models (LLMs) have powerful generalization
ability to unseen user instructions (Gap 1), and may also be
able to handle unseen logs in the online situation of log

: Since log analysis is a domain-specific and non-general NLP task, directly
analysis.

applying a simple prompt to LLMs can result in poor performance.

Instruction: Give B address
Unlike existing deep learning -
Address: 123 Main Street, City: San Francisco Input Input C npue -
Output: £4:05 T @ models, LLMs (such as e ) (e ) et )| e
y ChatGPT) has strong language

Instruction: I am looking for a job and I need to . eq o [ l ] E%{\-
':'1 out an application form. Can you please help generatlng ablllty al’ld can i }

handling comglex writing

The primary objective of LogPrompt
------ is to enhance the correctness and

tasks (Gap 2) like email, i Coed . . ..
ERSi Atsessss report, etc. Log 1nterpretati0n Qo> (oD e interpretability of log analysis in the
c 25 Sex: vate L | can be seen as a domain There are many prompt philosophies online scenario, through exploring a
[ Zhone Numper: .. writing task. proposed in NLP tasks, such as CoT, ToT, etc. proper strategy of prompting LLMs.
T

2024 AlI+TRAEHFIES | AIIRFETE (21 fEA I




» 5|\ chain-of-thought (CoT) prompt SRESRILAAA&ZLLM
BRBE S trikikaYEE]

Standard Prompting

, >t The concept of chain of thought (CoT), a series of
| Model Input

' intermediate reasoning steps, is introduced by Wei et
Q: Roger has 5 tennis balls. He buys 2 more cans of

tennis balls. Each can has 3 tennis balls. How many | —{ Model Output al.[1]. The CoT prompt emulates the human thought
tennis balls does he have now? A The answer is 27 X | process by requiring the model to include thinking
A: The answer s 11. /  steps when addressing complex problems and can

Q: The cafeteria had 23 apples. If they used 20 to enhance the performance of LLMs in challenging tasks,
I,“o"tkﬁe'y”?]g';g’;‘ d bought & more, how many apples such as solving mathematical problems.

Chain-of-Thought Prompting The CoT Prompt in the original CoT paper

| ModelInput \_ put an example with intermediate steps Advantages of CoT prompt
Q: Roger has 5 tennis balls. He buys 2 more cans of befgre an mput matg Fr%bhem- fﬁ) tﬁf};‘{(he
tennis balls. Each can has 3 tennis balls. How many modael 1S encouraged to 1ollow the thinking . .
tennis balls does he have now? style in the example. ?éeakgown unseen prOblemS into manageable steps
ap
A: Roger started with 5 balls. 2 cans of 3 tennis balls { Model Outout . .l
e = is” G * Enhance interpretability and transparency of LLM output
20 o make lanch S0 they pad 29203 They (Gap2)
bought € more apples, so they have 3 +6=9. The * Unleash the learned abilities in the pre-training phase
do they have? |\ answer is9. )

[1] J. Wei, X. Wang, D. Schuurmans, M. Bosma, F. Xia, E. Chi, Q. V. Le,D. Zhou et al., “Chain-of-thought prompting elicits reasoning in large language models,” Advances in Neural Information Processing Systems,
vol. 35, pp. 24 824-24 837, 2022.
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» LogPrompt i£2=: 1§ CoT prompt BEIES| \ BESHESS

In manual log analysis, practitioners also engage in a series of reasoning steps to reach a conclusion. For instance, without further definitions, the boundary between a normal log and an
abnormal log is unclear. To emulate the thinking process of O&M engineers, we propose two variants of CoT prompt for log analysis:

Implicit CoT: Human mostly has reasons before conclusion. Thus, in the prompt, we require the LLM to generate a reason for each normal/abnormal answer, justifying its decisions.

Explicit CoT: We further explicitly define intermediate steps to regulate the thinking process. For example, in the task of anomaly detection, we constrain the definition of anomaly to be
only “alerts explicitly expressed in textual content” and define four steps for anomaly detection.

Classify the given log entries into
normal and abnormal categories: |
X1 Z] B Log Anomaly
_,| Detection | Performing analysis based on
+ Is AnYomu ly? and
es.
Standard Prompt s
CE sym <*>, at <*> mask <*> o \l“\\"]‘\;“ i
CoT Component
Classify the given log entries into Implicit Concisely explain your reason for each log.
normal and abnormal categories: | + — Performing
X][Z / :
I I-I | and abnormal categories. Do it with these steps: (a) Mark Log Anqmal-‘ anaIYSIS based on
+ it normal when values (such as memory address, floating Detecﬂon
L P C T number and register value) in a log are invalid. (b) Mark -—t - — — — — — °
it normal when lack of information. (c) Never consider ’ T
Og rompt ( Y ) Explicit (*) and missing values as abnormal patterns. (d) Mark Is /\1;0111&1_\‘ 3 and
3 it abnormal when and only when the alert is explicitl €s.
e 2,0x0b85eee0, ssed in textual con ny such as keywords likp rr}ll' CoT Component
CE svm <*>. at <*>. mask <*> expressed in textual content (such as keywords like erro ]
=L 2 £ 2 0x05 or interrupt). Concisely explain your reason for each log.

2024 Al+TREREFIES | AIIRFITH AT E (R EARRERY




» LogPrompt IRZ: HttnJLAERE 2 HrESH N ARY
PromptZRHig

O In-context Prompt: This approach uses several

O Self-prompt: this strategy involves the LLM suggesting its samples of labeled logs to set the context for the task.
own prompts. A meta-prompt describing the task asks the The LLM then predicts on new logs, using the context
LLM to generate prompt prefix candidates. from the sample logs.

E The task of log parsing aims to extract common segments (template) and unique

: e i r 1
segn.'wlents (Va”éble) fom faw Icig_s.'For Aexampl;e: ol Visbies =ystem.callcannt In-context prompt: Classify the given log entries into 0 and
gt 0" is parsed into a template "visible is * gt **. Now please specify several prompts ) LA e . .
that can make large language models precisely perform this task, where a list of 1 categories based on semantic similarity to the following la-
input logs is parsed into their correspondent templates using * to replace the belled example logs: (1) Log: Ly Category: 1 (2) Log: L, Cate-
variables. gory: 0...(m-1) Log: L, 1 Category: 1 (m) Log: L, Category:
Here are some prompts that could be used to train a large language model to 0. fx([X]) fz([Z].S¢)
perform log parsing: - s

1. "Parse the following log into a template format, replacing variable parts with a
wildcard (*): " [1ogl™* O Format Control: We employ two functions, fx ([X])
2. "Convert the following log into a standardized template by identifying and and fZ ([Z], to establish the context for the input

replacing the variable parts with a *: ~ [10g]™" .
P9 P N o slot [X] and the answer slot [Z] in the prompt.
*Transform the raw log " [1eg]” into a log template by replacing variable segments

with **
4. "Given the following log, extract its common structure and replace variable parts

w

fc([X]) =There are N logs, the logs begin: (1)[XJ1\n (2)[X]2\n
An (N)IX Iy

with * to create a log template: ~[1og] ™~

5. "Create a log template from the raw log " [1eg]~ by replacing dynamic segments . Q ] i ] i
fz([Z],5) = Organize your answer to be the following format:

i (1) x-y\n(2) x-y\n...\n(N) x-y, where x is S and y is the reason.
These candidates are then tested on a specific log dataset (in (2]
our case the first 100 logs from Android), with the most . _ — .
effective prompt chosen based on performance. S is a text string describing the desired answer
value range, like “a binary choice between
[ Self-prompt: argmax e o{s(p)} fx([X1) f2([Z1.5p) ] abnormal and normal”, or “a parsed log template”.

2024 Al+TREBFIEES | AIRNF AT E (B P 2!:1%:&
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Dataset #Messages #Templates (2k) #Anomalies LP* AD®

HDFS 82,293,702 14 v
Hadoop 394,308 114 v
Zookeeper 74,380 50 oo
BGL 4.713,493 120 348,460
HPC 433,489 46 v

Linux 25,567 118 v
Proxifier 21,329 8 v
Android 30,348,042 166 : v

Spirit 7,958,733 f 768,142 4

* L.P. denotes the task of log parsing, A.D. denotes anomaly detection.

v’ means the dataset is used as a task evaluation set with human labels.

*  The effectiveness of LogPrompt is evaluated mainly using the logHub
datasets,which contains real-world logs from nine different domains,
including supercomputers, distributed systems, operating systems, mobile
systems, and server applications.

¢ Two of the datasets (BGL and Spirit) were annotated by domain experts to
identify anomalous events for the purpose of anomaly detection.

* To evaluate the log parsing performance, eight of the datasets have log
templates manually extracted from a subset of 2000 log messages in each
domain.

* All log data were timestamped, enabling the datasets to be split into train/test
sets chronologically.

In our primary experiments, the underlying LLM is accessed via
APIs provided by external services.

The initial temperature coefficient is set to 0.5, maintaining a
balance by increasing the model's reasoning capabilities through
diverse token exploration while limiting detrimental randomness.

If the response format is invalid, the query is resubmitted with an
increased temperature coefficient of 0.4 until the response format is
correct. The format failure rate is less than 1%, which is consistent
with existing literature.

The train/test datasets are split chronologically to simulate online
scenarios.

2024 Al+TREHZFIES | ARSI AT E ﬁi&ﬁﬂl}%z&%;{ -
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Methods® HDFS Hd" Zk BGL HPC Linux Px Andro Avg.

IPLoM [23] 0.389 0.068 0.225 0.391 0.002 0.225 0.500 0.419 0.277
LKE [8] 0.424 0.198 0.225 0.379 0.381 0.388 0.309 0.000 0.288
LogSig [34] 0.344 0.050 0.225 0.333 0.002 0.146 0.339 0.116 0.194
FT-tree [42] 0.385 0.046 0.186 0.497 0.002 0.211 0420 0.581 0.291
Spell [6] 0.000 0.058 0.045 0.536 0.000 0.091 0.000 0.245 0.122
Drain [9] 0.389 0.068 0.225 0.397 0.002 0.225 0.500 0.413 0.277
MoLFI [26] 0.000 0.095 0.000 0.333 0.000 0.026 0.000 0.208 0.083
LogParse [24] 0.632 0.502 0.348 0.665 0.330 0.588 0.334 0.233 0.454
LogStamp [37] 0.523 0.594 0.275 0.818 0.434 0.658 0.438 0.899 |[ 0.580
LogPPT [19]  0.838 0.526 0.795 0.982 0.287 0.423 0.638 0.313 0.600

LogPrompt 0.863 0.763 0.889 0.865 0.759 0.766 0.653 0.819 0.797

# LogPrompt uses no training data, unlike others trained with up to 10% logs.

b Hd, Zk, Px and Andro denotes Hadoop, Zookeeper, Proxifier and Android.
For each dataset, most baseline methods are trained on the first 10% logs
and evaluated on the remaining 90% logs, while LogPrompt is directly
tested on the remaining 90% logs without in-domain training data.
We adopt the Fl-score as the metric. To calculate it, we tokenize the
predicted log template into a list of tokens, then we treat the tokens as
results from a classification task of {template, variable}.
LogPrompt achieved the best Fl-score on six of the eight datasets, and
outperformed existing methods which require resources for in-domain
training.

» SC88: LogPromptESHAHERITI=RENS 7 RFHER,
E i LARR SRR SR

Task of Log Parsing

* Task of Anomaly Detection

BGL® Spirit
s a
Methods #Train P R E P R F
[)eepl.og [7] 0.156 0.939 0268 0.249 0.289 0.267
LogAnomal_v [25| 4000 0.016 0056 0025 0231 0.141 0.17¢
Logl(obusl [43] 0.095 0425 0.156 0.109 0.135 0.120
L()g[’ron)pth 0 0.249 03834 0.384 0.290 0.999 0.450

* #Train denotes the number of logs utilized for training.
P denotes Precision. R denotes Recall. F1 denotes Fl-score.

b LogPrompt here is constructed via the strategy of CoT-prompt.

¢ We automatically extracted 1766 templates from BGL; 1297 from Spirit.
The reported Fl-score is session level. See template level in Table 7.

For baselines, the first 4000 logs in each dataset are used for training.
Both LogPrompt and the trained baselines are then tested on the
remaining logs.

We report the session-level Fl-score of anomaly. A session is formed
using fixed-window grouping with a length of 100 log templates.

Despite the existing methods being trained on thousands of logs,
LogPrompt still achieved strong performances in both datasets without
utilizing any in-domain training data, with an average improvement
of 55.9% in terms of F1-score.

The advantage of LogPrompt makes it a suitable choice for log analysis in online scenarios

8L | ABRZHAR AT E (@i LB
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* A Novel Evaluating Task of Log Interpretation

Table 4: Human Scoring Criteria for Evaluating the Interpretability of Large Language Models in Log Analysis. Score Ranking:
1 - Not Interpretable, 2 - Low Interpretable, 3 - Moderately Interpretable, 4 - Highly interpretable, 5 - Very Highly interpretable.

Scores

Usefulness

Log Parsing

Anomaly Detection

Readability

1

No variable is extracted, or explanations of those
variables are irrelevant.

No justification on the anomaly beyond a sim-

ple prediction label.

The text contains numerous unintelligible el-
ements or grammatical mistakes.

2

Explanations are meaningless or logically wrong,

hindering engineers from interpreting the logs.

The Justification for the prediction is irrelevant,

or logically inconsistent with the facts.

Most of the generated text is readable, but it
may have grammar errors or unclear phrases.

3 Variables with appropriate classes are partially ex- The justification well supports the predictions, The text has few grammar errors, although
tracted, and explanations are somewhat relevant.  but may lack clarity and details. some terms may need refinement.

4 Variables with appropriate classes are mostly ex- Specific, accurate, and relevant justification is  The text is clear, grammatically correct, with
tracted, and explanations are specific and relevant. presented, which positively assist engineers in  only a minimal number of technical terms
Engineers can understand the logs with less effort.  eliminating false alarms and further analysis.  possibly needing refinement.

5  Variables are fully and correctly extracted, and ex- Detailed, relevant and clear justification that The text is clear, detailed, grammatically per-
planations are detailed, specific and relevant, en- significantly assists engineers in ruling out fect, and professional for software engineer-
abling easy and precise understanding of logs. false alarms and locating the root cause. ing.

Log Parsing Anomaly Detection
Raters Usefulness Readability Usefulness Readability
Mean® HIP® Mean HIP Mean HIP Mean HIP

R1 419 76.00% 470 94.00% 427 73.00% 4.50 84.00%
R2 436 81.00% 4.78 95.00% 442 79.00% 4.63 90.00%
R3 413 91.00% 4.18 95.00% 4.12 86.00% 4.35 94.00%
R4 420 73.00% 474 98.00% 440 85.00% 4.71 95.00%
R5 4.06 91.00% 441 100.00% 4.12 94.00% 424 98.00%
R6 446 86.00% 4.77 97.00% 4.48 90.00% 4.78 99.00%
Avg. 423 83.00% 4.60 96.50% 430 84.50% 4.54 93.33%

2 Mean is the average score of the ratings by a reviewer for all samples.
b HIP is the percentage of samples received a rating higher than four.
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e Usefulness. The reviewers were asked to rate the extent to
which the provided interpretation of the analysis decision
is detailed, specific, relevant, logically sound and helpful in
actual log analysis.

e Readability. The reviewers were asked to rate the ease
with which a reader could understand the provided text. A
text was considered readable if it was grammatically correct,
meaningful, and professional.

A total of 200 logs were randomly sampled for the human evaluation, accompanied by
LogPrompt's actual outputs, with 100 logs related to log parsing and 100 related to
anomaly (evenly distributed across domains).

Incorrectly predicted logs (FPs and FNs) were not included in this evaluation. An equal
number of normal and abnormal samples were included for anomaly detection, and each
selected log for log parsing was required to contain at least one variable.

We invited six practitioners to score the interpretability level from 1 to 5 according to
the criteria, independently across all the 200 samples .

We reported two metrics: Mean and HIP. The average scores on the samples for both
tasks in terms of usefulness and readability consistently exceeded four, and average HIP
was consistently above 80%, indicating an overall helpful and readable content
considered by experienced log analysts.
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e Feedbacks from Practitioners

* “I appreciate the ability of LogPrompt in supporting the interpretation of logs
from various domains. As our system continuously incorporating third-party
services, sometimes [ have to read through the manuals to decipher logs
from unfamiliar domains. The explanations generated by LogPrompt can
provide a swift grasp of the logs before I found the official definitions.”

*  “LogPrompt can definitely help in the compose of analysis reports, especially
shortly after system crashes, where I often need to quickly interpret the events
to non-technical colleagues in meetings.”

*  “In the realm of software O&M, false alarms are an inescapable reality, with
false positives imposing substantial time costs on engineers and false negatives
causing severe ramifications. Accompanying explanations with automatic
analysis outcomes enables engineers to more promptly ascertain the
credibility of the purported anomaly, thereby reducing the time spent on
subsequent actions.”

. EXNDTIE

* Bad Case Analysis
Example
Cause Ratio .
Raw log Interpretation
Hniais CE sym 33, at Sym 33 is a Object
K led 45.95% 0x1ff2fc60, mask Name that refers to an
ow : « »
RS 0x04. object named “sym 33”.
fpr8=0x3883a497
Semantic Normal - Regis
Semantic 4, 54% bfe0l6bs 8da3zile ol neBister
insufficiency 306d5a7 values.
Other 13.51% - -

* A major factor of bad cases is the LLM’s lack of domain
knowledge, which leads to overly general interpretations of
some domain-specific terms. For example, it may refer to
specific parameters as simply an object.

* Another cause is the lack of semantic contents in certain input
logs, which can be attributed to their brevity or richness of
non-NLP patterns (i.e., digits, codes and addresses).
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Figure 5: Performance comparison of the five raised prompt
candidates in Fig. 4 for Log Parsing.

Compared to prompt 5, prompt 2 provides more formal and accurate
words (such as “standardized” and “convert”) and clearly outlines the
intermediate steps for the task (identifying and replacing variables, then
converting to a template).

CoT Prompt
BGL Spirit
b
Reoc S-F1* TF1 S-F1 T-Fl
ChatGPT (simple prompt)  0.189  0.115 0.445 0.086
+Implicit CoT 0307 0.183 0.443  0.096
+Explicit CoT 0.384 0.321 0450 0.116

& S-F1 denotes the session-level F1-score.
T-F1 denotes the template-level F1-score.

b The implicit CoT requires ChatGPT to report justifications.
The explicit CoT further adds intermediate steps in prompts.

Interestingly, only utilizing the implicit CoT (requiring generating reasons) can
still improve the model performance, likely due to the reason that with more NLP
explanations, the distribution of the generated answers is more close to that in
the pre-training phases of models.

2024 Al+tR &2 & F
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Here are some prompts that could be used to train a large language model to
perform log parsing:

1. "Parse the following log into a template format, replacing variable parts with a
wildcard (*): " [logl™"

2. "Convert the following log into a standardized template by identifying and
replacing the variable parts with a *: “ [1og]™"

*Transform the raw log " [1og]” into a log template by replacing variable segments
with **

4. *Given the following log, extract its common structure and replace variable parts
with * to create a log template: " [1og]™ "

wn

*Create a log template from the raw log " [1eg]~ by replacing dynamic segments
with **

In-context Prompt

| 0.341 —e— Precision

—=— F1-Score

0 10 20 40 60
Number of Provided Logs
An overly long context prefixed to the prompt may cause LLMs to pay less attention to

the new input logs, thereby deteriorating the task performance, which is why the peak is
at 20 sample logs.
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* Applying LogPrompt to a smaller-scaled LLLM: Vicuna 13B

*  The deployment of large, proprietary, and API-dependent LLMs in local .
environments can be a challenging task.

*  The reliability of services may be compromised if the API services of LLMs
become unavailable. .

* Therefore, for industrial usage, it is crucial for LogPrompt to have
compatibility with alternative open-source, privacy-protected, and smaller-scale

LLMs. °
LLMs Size HDFS Hd® Zk BGL HPC Linux Px Andro
GPT Model
ChatGPT 175B 0.863 0.763 0.889 0.865 0.759 0.766 0.653 0.819 °

Vicuna® (with)
Simple Prompt 0.244 0.018 0.273 0.048 0.022 0.109 0.014 0.041

LogPrompt e 0.779 0.468 0.364 0.266 0.243 0.715 0.614 0.248

* Hd, Zk, Px, Andro denotes Hadoop, Zookeeper, Proxifier, Android.
b Vicuna with LogPrompt uses the in-context prompt strategy with m=3.

Online Log Parsing with smaller-scaled LLMs using LogPrompt

Although Vicuna has only 13B parameters, when equipped with
LogPrompt, it achieves a comparable performance of log parsing with
the 175B GPT model in the datasets of HDFS, Linux and Proxifier.

Additionally, when the prompt strategy transitions from a simple prompt
to LogPrompt, Vicuna exhibits significant 1mprovements on
performance, with an average increase of 380.7% in F1-score.

As Vicuna is open-source and requires fewer resources for training and
deployment, the success of LogPrompt on Vicuna holds promising
implications for building in-domain industrial applications.

The performance of smaller-scaled LLMs like Vicuna still has a
room for improvement. Since the base model is only 13B, it might
not fully understand the domain-specific content in actual logs.
Domain adaption techniques may help these models to better
following the strategies of LogPrompt.
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(e N

Generation

[client 0.1.2.3] Attempt to
directory: /usr/bi
e 1: Template and variable detection - Serve directory. 7ust7bin

Windows \2: Variable replacement )

Domain
8 Adaption
> ’,;f
Linux e N Strong LLM
Deduplication .
1:This is a log about -
1: Role-based method 2:This log happens

because

2: Learning-based method K /

N\

Apache




» SuperlLog: #1E5EIG45E R

- {15 BEMET
SEIRE: 10%i)I14, 90%HEER
Baseline: LLaMA-7BE#E Fi(ES A
{8tR: F1-Score

LLaMA-7B 0.9997 0.937 0.786 0.914 0.929
Superlog 0.988 0.942 0.815 0.914 0.939

}g#%: RandIndex

LLaMA-7B 0.949 0.969 0.999 0.960 0.898
Superlog 0.979 0.982 0.998 1.000 0.998

Bfx: Adjusted-RandIndex

LLaMA-7B 0.724 0.866 0.993 0.895 0.788
Superlog 0.897 0.925 0.989 1.000 0.995
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