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Phoso # NH 56568-KN (Color) ¥t Conpuzer “Bug, 1547
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skl eaectod bug b ny for

& 4

“‘Windows 2000

S— /A Bugl Windows 2000947 iR 4 4fEE63000
e B TERIIBug?

1“CE: World's First Computer Bug”, 3“Will bugs scare off users of new windows 2000,
Sep 9, 1947, Society. 2000, Rick Lockridge, CNN.

Guardian =

i Populse

Cutwe  uifestle s So Many Bugs, So Little K

s et Footbil Tech Dusess Obitares Time » -
. Why weall sell code with bugs Read The Tt i [ R———

Guardian without aleso : Ep——_——
bugsand wien boleave well alone, wriles Edic Sink all
o reatsons sizran
st

RIS IR Bug? =
2“Why we all sell code with bugs”, May 24,

4"So many bugs, so little time”, Jul 2010, MIT
2006, The Guardian.

Technology Review.
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2020E*:I:1§H§H91IE%"‘%EM¢§£T‘ B SR R SR T E BRI R S BB L=

ERIESHMAN RSN SE8C 6Michael Zhivich and Robert K Cunningham. The real cost of
Shttps://en.wikipedia.org/wiki/Tokyo_Stock_Exchange software errors. IEEE Security & Privacy, 7(2):87-90, 20009.

BN ESERNMHFESEARIGENRENKER, E—BAZL 2006 EF BRSNS 30540NESME, 187 AT, PhiERSimERe
Northeast blackout of 2003”, 8“TAM Airlines Flight 3054”,
https:.//en.wikipedia.org/wiki/Northeast_blackout_of_2003 https://en.wikipedia.org/wiki/TAM_Airlines_Flight_3054
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20026, BXIFERFEIEMSEES95(Z3ETTHIRAK, & 7 SREISHF0.6%8IGDP. ZED1/300RE A LABE BRHIER RIS ETIE S SiE R,
20165F, I4ERPEAIERHVIRASRIEE] T 1100{23ETT 0,

9. http://www.abeacha.com/NIST press_release_bugs_cost.html

10. https://medium.com/@ryancohane/financial -cost-of-software-bugs-51b4d193f107
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Inside IT Why we all sell code with bugs

Technology

Creating quality software products means knowing when to fix
bugs and when to leave well alone, writes Eric Sink

Eric Sink

2006 01.56 BST

Thu 2

The world's six billion people can be divided into two groups: group one,
who know why every good software company ships products with known
bugs; and group two, who don't. Those in group 1 tend to forget what life was
like before our youthful optimism was spoiled by reality. Sometimes we
encounter a person in group two, a new hire on the team or a customer, who
is shocked that any software company would ship a product before every last
bug is fixed.

f v =

oA

Every time Microsoft releases a version of Windows, stories are written about
how the open bug count is a five-digit number. People in group two find that
interesting. But if you are a software developer, you need to get into group
one, where I am. Why would an independent software vendor - like
SourceGear - release a product with known bugs? There are several reasons:

- We care about quality so deeply that we know how to decide which bugs are
acceptable and which ones are not.

«Itis better to ship a product with a known quality level than to ship a

Z YR ERPE?

Th International edition
Guardlan

Read The
Guardian without

interruption on all
your devices

Greta Thunbergin |
Twitter spat with G
rail firm

Two standard alcolt
drinks a day no long
health officials say

Trump threatens C
. with 'years injail' o
Russia report

£y, It'sanUggs game: v

product full of surprises.
5001 /O

49.9%

HANEF T

Programmers total work time spent doing admin*

Programming time spent debugging**

AR TN IR iR &R =

AYERIHFER PRI RIEIRTIELZ200K2,

software repositories, pages 173-174. ACM, 2006.

100

Number of Bugs
el
—y

osngt S Y O
. gL anir .
om-ﬁhm ﬁr?&*&h‘%mﬁ--\—“- £ timemy
o 100 300 400 500 800
Bug Fix Time (Days)

Intelligent Machines

So Many Bugs, So Little P

o,

Time Anew way to make quadratic equations easy

o
Tools that find serious bugs automatically could lead to safer, more Tidal forces carry the mathematical signature

stable software. of gravitational waves

by EricaNaone Jul27,2010

Several talks at the Black Hat security conference this week in Las Vegas will
focus on tools that could make software safer by automatically searching for
bugs-and pinpointing the ones that could be most dangerous.

Bug hunting used to be a painstaking process.
Researchers found one at a time, figured out what
caused it and what dangers it posed, and revealed

= - 3 N

it, to a software vendor or publicly, so that it could v e . . e
be fixed. But in recent years, popular software has A e - >
improved, and bugs aren’t so easy to find. On top .: & -

- o . e e
of that, commercial programs are increasingly \
large and complex, making it time-consuming to = - o -3
manually search for potential bugs. However, new v e * = ! —am
software tools are helping to automate the process, S Bk EE%

.

which may mean programs that work more
¥ ean o PDF/DOC BUG =S

ND

20065, Sunghun KimEFARIRAIRSIEH : BE— IR

Sunghun Kim and E James Whitehead Jr. How long did it take to fix
bugs? In Proceedings of the 3rd international workshop on Mining
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DebuggingfI E&R{EZE:

20014, BoehmZEARIRAIREIESH 1'%%&5’8’%@%3‘55?%@%%

20034, SeacordFE AHIR—BiEH: "HE—FE=mAmLIE, HI0%RFFEEpEHEEXIZIK 4= mrIDebugging £" 2,
20135, SIFAZRIRAIREER: BFRE DebugglngJ: =B E—E R AR RER.

1. Barry Boehm and Victor R. Basili. Software Defect Reduction Top 10 List. Computer, Volume 34, Issue 1, January 2001, pp 135-137.
2. Robert C Seacord, Daniel Plakosh, and Grace A Lewis. Modernizing legacy systems: software technologies, engineering processes, and business practices. Addison-Wesley Professional, 2003.
3. Tom Britton, Lisa Jeng, Graham Carver, Paul Cheak, and Tomer Katzenellenbogen. Reversible debugging software. Technique Report in University of Cambridge, UK, 2013.

L Software development cost structure (US$ billion)
f@; ,@/, gﬁgg ::g $1,250 $625
7 'i The cost of correcting

The cost of correcting bugs bugs after release is

@ during the testing (QA) stage
The cost of correcting bugs 1 4 1 0 2
during coding is $7 1 36 $ s ™

T BERERMESREIRKEE N—— Debugsing - S
p— $313 ¥ 25% - Making Code Work
U$$156 Billion per year ;
H20% = Designing Code
Wages-only estimated cost of debugging* Productive >
$312 H30% = Writing Code
U$$312 Billion per year
& % a a | Total Overhead Programming Programming

TOTAL estimated cost of debugging including wages Wages Wages _

and overheads** e ey

ALR 2 BREER & 2 E A S A A NiDD A smsnzas
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. N ~ o )| GEERRIR ST =ISBER.

OPTiJlZki E H Iyt E S it OPTHMME | mpr SiARA MsAERIG, BERECKPTER
5. OPTYII451E992480GBE1FA100 i)Il%, | mEmm | meEmwEes | ghmEmE
B340, ZUWIllZRRT1<56K (20225F) |, ZEK/N TS 75 (49%) WS, BRRESSS, HRIACKPTERES

%lé 3 N7 A
B ey ST AERe IR SR 66 (43%) SRR, FRIRCKPTIEAS
e e ° SRS 6 (4%) EiP s, CKPTERIS
- B4 NCCLEZF. itE8F X#8Bug 4 (4%) EXFHEINET
- A PER 1 (1%) FIESARRE, HERBAESNE
35 32
30
KiEEEE BT
e ; GPUNIBMTFIEEESEN A TEmIsk
20 19 SGElE, ESIISGAFETRE SRS,
15 50 |
10 = 40
5 i
0 g 10 |

AR SRER R S mE NS K NDD A'***f*ﬁ”"iwl"%ﬁi*fp

Al*software, Develc@wnt Digital stmmit




N DD Al ERE B ZRIES
Al*software Development D igital summ it

PART 03
RESIEESRESTE



» ﬁkBEI Eﬂ]ﬂgggzﬁmﬁi

---------------------------------

Byl B CF N
o £ E S
g éi::ﬁ%u B
B A ;; A SRR

_________________________________________________________________________________

N\ : £2F ) &#T ::[Eﬁ?&}r AT )
% iﬁif‘?ﬁlmi&fhr{k"i: B= ﬁ:‘:ﬁ“l%)()ii

(BT | ET [ T ] BT
L eps sy | ‘

________________________________________________________________________________

AIIRE AR BT 2 T A ST AT NDDAgfEEszEs



> RERIGEEIESHRoad Map

MintHint, RSRepair 80
2014-ICSE Kali SearchRepair, QACrashFix
GenProg 2015-1SSTA  2015-ASE 70
PAR, SemFix .
' Y Angelix
2009-ICSE  2013-ICSE LeakFix Q e & pron 60
2015-ICSE SPR rophet
2015-FSE 9 2016-POPL 50
Astor CoderAssist 40
2016-1SSTA @ 2016-se 30
HDRepair AllRepair
2016-SANER @ 2016-FM g
JFix ACS
2017-ISSTA Q 2017-1CSE 10
. Genesis, ErrDoc 0
i’k’#ﬁﬁﬁﬁﬂ'f@ﬁ 2017-FSE 9 DeepFix 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
Nopol _ 2017-AAAl BEXTFAPRHSXXHRIER
APR 2017-TSE JAID, ssFix
2017-ASE 1. KTH Martin Monperrus##% % TAPRIFRHISEE RS - “The
Automated Program Repair NPEFix Q QCapGen, SketchFix, BugZoo, FootPatch, Repairnator Living Review on Automated Program Repair”,
. . 2017-SANER 2018-ICSE https://hal.archives-ouvertes.fr/hal-01956501/document
Automatic Program Repair Q SimFix
A icB Fixi Clara 2018 ISSTA LSRepair, kGenProg
utomatic Bug Fixing 2018-PLDI 2018-APSEC
- . I\/Iemle TBar, PraPR ConfFi
International Workshop on Automated Program Repair 2018-FSE 2019-ISSTA onrix
AVATAR 2019-EMSE
i InFix, Refactor
APREL FEMuA 2019-SANER  GenPat 9 Rooic nse
https://program-repair.org 2019-ASE e 9

2019-ICST  cocoNut

#E 7/ RHI%  Automatic Bug Fixing 5020 1SSTA 02 TSE
c

https://en.wikipedia.org/wiki/Automatic bug fixing
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https://program-repair.org/

»  ERIEBIESRANFERHATIRE

IRFRIEENESHRANESHE

WL %TEI\EE BISEEERN B E, Bt S RIIEEMRE, £REEN
Buggy : o : — HT‘ J
rrgen b (D —p = #@—» —Lm ;"—»" > EFEERMUTEBER (e, GenProg.2009-ICSE, SimFix, 2018-I1SSTA)
ey St P Fail] reene > BFESIRIRRIHNTERMIEA (e, PAR, 2013-ICSE, TBar, 2019-ISSTA)
[ Tools Code | i feel > BEFENARAIHN T ERIEAR (e.g., SemFix, 2013-ICSE, Nopol, 2017-TSE)
—— Focations e TR > BFEIMNTEREAR (e.g., DeepFix, 2017-AAAIl, Recoder, 2021-FSE)

BRBSRE(L: ARESTEESEEERMRSHBZANRR, Too0a . e s
e Ry 2. ZEEF WIHRIEENEESRALRR, RIFFHR, 2021, 32(9):2665-2690
HES | AIRIERIZE, Bl FRBTT . 3. Liu et al., On the Efficiency of Test Suite based Program Repair, ICSE-2020.

> BETFGHORERRIA
> ETREFRINSHEREERTA
> ETHEIEREEREERTA
> ETRRORIBEARA
-G e WTRIE: WIS, EECRIRTINTOIOR, T
F > JIRPAEIML . R=EF= APRTERE FT=ENY NESRNT B3 I
- ETREMAGWEERA (B6 06, WEIRSS) | moks nonsensical St
> ETFFESoTEREERER (SpotBugs, Infer, ErrorProne) > MR, APRTELF4T(nvalidkh T, RATTLUEITHRR, BEFREE
> BFMBRIREEAIRA (FZEUHAAI, OchiaiFs) LHTIEAN T B2 @i,
Suspicious, o (5) - T:(5) > BERIE, APRLEFERHT BRAFLBLREIME, ERRTERE
Ochiai [ @) -mw T IERYE, SF-ERERMAEATMAN (plausible) #7T.
£(8) + Tp(s) ) » (Tr(s) + T (=5)) & IESEAE, eg. PatchSim, Xiong et al., 2018-1CSE.
1. Wong et al. A Survey on Software Fault Localization. IEEE TSE, 42(8), 707-740 (2016). ¢ %{Fﬁgﬁ’gﬁ%, €.g., BATS, Tian and Liu et al, 2022- TOSEM
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Wk Buglab - T H B EBZINEKEENEMNSEER K. NeurlPS-2021

FaceBook SRBEHET. RS EERA ISSTA-2016, OOPSLA-2019, ICSE-

2019
B TriCoder iRfE BIEM SN T
=EtE& REENEMESBERR ASE-2017, ICSE-2019
£ H ORBRNTRETUNSEA. TERNREENMEER
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P #ERBuglab: BEFHREFINBFEDEMLSESEA

Bug

Introduce
a bug? bug?
Where?

Selggtor E(Iﬂ :'—'Glﬂ Ij%}ﬂ ‘ Ists;grea petected \f ¥ V W
9 90

Where?
How should Correct? Q
it be fixed?

Learning

LHEBRINENE .Y, ETEREBEINEREEMNSBE, EEFSAINGREIE, T F TPythonfRA%4FSyntax ErrorfkfE, &
'T'Q/EZG%EI/]@%KEI TE'%/ZJETIWE/ETEI’]@%FE
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»  Facebook GetaFix: EF BB {ESICEIEFEINEE

Getafix: Learning to Fix Bugs Automatically, OOPSLA, 2019
<+ KGetafixit BEHAMESE NS A THRENES AT K200 MERZ A EB MBI M E A 51 7)1
1T TR, KREE25%HGetafixBUESENFAKINEE HiETE—H

Code base at Facebook

STATIC APPROVED AUTOMATED

e pue e % fEInstagramfCIBE_ENIK (@ &292000 M nfer KMBINUlFTEARIRIRR), Getafix=if8E 7 KE60%HIbug,
@\ E OIS BEEREIT T B (EEEERaREE Infer 15 Tﬁkﬂjﬁgio BRI, GetafixaiTnits
T 1|5<’§71o77 £98553%) Null 75 ATE AR
<+ BRT InferZBAYBUg, Getafix=EE Z BB FIERIBug. LR GetalixEE T LB MNREIAR A
e ‘mm ‘Bum IBUGREPW FUREERARATHIBug. HEXELUgRIITERIEEZRE1E M56UHE %§U762%, [5& M5 1R E] T 59%,
Getafix * Getafix /9 SapFix £ TIESEIN, ALAGIE Saplenz M NERIEERIAEE. EXJVPBLASE, SapFix B

ﬁﬁﬂﬂ"lgﬁ%*ﬁéﬁfﬁ’ﬁﬁ%gGetaﬂxﬁ:&ﬂ]’ﬁx‘ﬂl TEERU); ?_ Getaflx LG SapFixAIEE =N
GetafixfEFacebookH FBF HInfer(Facebook g ot TR )HKEINZT dr, 480EId T 2B

IBEHEIREIRLEE, thaLEISapFix/ISapienz (FacebookHIEEHE
_ RS RIRICrashiBRRIRMES 5 2

|
i public class Woofer { public class Woofer {
Facebook code base 1 public void satisfyThirst() { private float getThirst() {
: dog.drink(water); return Math.random();
T : } } SPFOFVAF d0g
H public float getThirst() { public void satisfyThirst() { I
TRAINING DATA : return Math.random(); if (dog == null) { BRIy it m =l null)
(PAST BUG FIXES) :gvhr:w“sn i . } do;f;ix(“ur“ P ' }dgd 10k (h);
! ) o - e o
. . H i K . if (dog == null] ; 5
Analysis tools (Infer, Sapienz) m%rgggs‘ﬁlg:g?rgH i *Zl_ﬁﬂmgiﬁiﬁm?&ﬂlﬂgﬁw ﬁ?‘ﬂlﬂ%ﬁﬁiﬂﬂﬁiﬁé& [, Sos-drinkinite); - d[” . :\;;g‘pdc:j.;t;:;')lc?ei:;c;k":olif;rr::\t:(:;:lra calling
1 —
| BICRE T TS 2 S SRR, MR =~ e
= | AT RIE R SIS R H R P
e —_— i 50 public void onDestroyView() { 50 public void onDestroyView() { }— } R
CONCRETE FIX PATTERN : 51 [mLLstVleu_clearusleners{ ) ;} 1 if (mListView == null)
EDITS TEMPLATES 1 52 mListView = null; 52 return;
: 53 } . 53 mListView.clearListener
H ! ‘ 54 tView u 9
Getafix toolchain ! ‘ 5 )
ey . NP N s
| BUEEAN T SREVFAE bug RIRAISHMISIERIRSE IS AR FHESREIE: R MR RESERAURRE—TE
i S, —. N
D ESEI, MWMEXSRABERIESHNT B THRZVIZHE
i

Getafix B TYERAE R KSR
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» AFkTriCoder: RIGEMNEMSH#H TIHERS

TriCoder: T ¥ BRAEFOMITEE, ‘ZTHL%GE%EEM& FOWNERRGE, FRESHOTITAENREGRRE, FE~HTHE. BEINESHT T
B, ZHE20fEREIEIES ., §RT4 7930000 HTER, RE2-3MEIP AR,

éEﬁ{%Eﬁﬁj\;];ﬁ_ =~ _ ﬂ% Cﬁﬂ&xﬁ 4{/] 1@3:? @ ﬁ /jF/\ T El]%. w\ﬁkﬁm/}r package com.google.devtools.staticanalysis; " E{gﬁ"%
* JAN \ M. %’K T}u': 2 J— T ~F ublic class Test = 3217 v
R == 4 . AL o &S F-mlj.ni l Mis{si a Javadoc comment. *ﬂal)b)\J\TLJ\@l—iElZ?ﬁ%ﬂg*ﬁ
EEE . BEERIFERKNOITHRMN . ' REVTUEGURENRTD, EFAHIT
o RRIR  OITRANRIRELIURT10% (FET LT RIRIRRBARNVFRS D17 87) — ot useful W(F B EI)ESF R R AT,
. p public boolean Fr.vo[; { . . ) %}b)\m@ I%Z:/_\ﬂ:t/EA/\/fkf%EE
. BEWY  RERBEEEN, HERFRARS EX700K) B
= ErrorProne String comparison using reference equality in_st_ead_of value_equality
o HEEWE)  HEWEBERR HHRIICNSEERE oS Az (000 hitifcods,gooole.complentor-pronahuldiSvingEaalty) "I 54T
. IEREA SREKNTRIREE [suogesed i stacns 2 | ot | | semART AR HERFMIRIARS
b RETNER, AbEea S
nangolis || opncencion| | o : : e Lot HESTbugBRERH TRIERIR, FHHIER
Snapshot. | | “Efgot Build 8 Trlccj)JrnderEl’] ) : TricorderfIR ERSH T EEREAEBERIN | NTRAEAN
: i : o II *7‘:@ \4
Analysis Driver | 7 “ I // | lIdepot/googled/java/com/google/devtools/staticanalysis/Test.java
ro----fe- ! Ip--‘--‘f--: Ir--! ----- ! package com.google.devtools.staticanalysis; package com.google.devtools.staticanalysis;
fopmed f e o f mue | L ot e —
Rttt ! oo = oo ! publlj;icl;s’sl'restf{ pubﬁig\clz‘s}slmstf[
o e ;Fﬁf(ﬁ"]ﬁﬁspé pureéﬁm :ei::rig:{: L "foo" .toString(); g retﬁrn gb;:tnc.’z;t)u]{.s(gets'cring{), "foo".toString());
1 ¥ }
[ DEPS COMPILATION TricordenZitIES S %4 o , FERBARD N , BIEERNRED
P[] e | STHRE 2TA e s e piiogt s m
: _ FoA TR | )’
P ] Ol [ oo ver =, aTricoderblih | gy cuncs
! FRINTER, Haim _
N Nyl . Exkpasmmnn  SUERE) s . )
: " Tworer [ > pnae torker BAAHTE. @5 TricorderF A BREEX "X B "M REIRC, HEBEE 5" THR ZENRAEIHE, BRI FIEIE10%,
i 2018518 ZEL B s FBATricorderBIA =2 AI1Zr et B 2IVEE X ot 1720
: p| Python Analyzer | o o AN
H Worker N jscompiler E}Eliﬁ (o) *ﬁ ) /\ rﬁﬁﬂﬁ
1 alyzer Worker S |
N — iniabisle e RTrcorder - gya018er1 A Trcorler EUEXARUSOANBERBRMMNEE. b RUAFAD BT 3
L e Eilies 5000k, EBEXRMBshEE HFRMZIH3000K ; Tricorderras BRI EI250K " A" R R R
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1 P Test-cases r~ Application
‘j o % | 1. Afield failure PP
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e Report Repository

2a. Bug Report

Developer o 3a. Test failure

Commit eview 3b. Commit

2c. Pull Source Code

* =
. i PN 4. Verify @™
6. Raview 4b.Input | 4a.Tri [ - — = \i .
‘ npu a. Trigger Source Code -J = ELIXIR \
Pt ‘@ i R -Reposnory Bug Triager/ E 3. Repair Patch

Patch Generation Al Engine
Generalion Phase —

: (- : i e Developer i
' Target . ] : ! = ELIXIR Tester/ 2b.Fault P !
! [_Buggy %Lm} input —» E!Jg : Patch Cancllidate IRan}ing_[TestValidation Suggf;ted | i Pateh >-Repair Developer. Reproducing Test i
) p— | ERUEFRBANSEEASEE | IHREEARINREELSEE
! Bug Location | Patch Candidates | Candidates | e e Revision History L™=y ---—--——----- :
i Bug Report || == i | T :
y L - | ! i | Analysis | Patch S :
:k %H i ' ' Revision — m | —— 3 |
: e ' 1 History —_— p ' E> &S !
1| Bug Corpus Training Phase Do ! | Source Code E:) \Analysis J E> : [ b Ranik ] O |
|| Buggy Source Code "@_ r‘"\:ETIW ¢.~J;:: | i ( Context ) L P;t\c,a|:,|aa':i;:g Plausible |
'|[Bug Reports = | Input ;T;,:f e z ! ! Profeck Fault Analysis Evo!ut.ionary Patch !
i Patches ii Logistic Regression Model - i | Repo;itory Spectrum lepair Localizar SRl Patch Generator i
Fujitus2tk X 5 B s E 5 BERA XRZEFRNRBEEVLSEE
> BAAE i
i O XAETERHARIUEXNEESZ EEERITHER, STBETHAEIHR 2. FERNRBRIIZ T —MRankingtRZ!, PUAERMEE ERES TR i
> SCEST ;
O ELXIREE TRV ESEBRIEMN, BENEREENS10%, FRREE i
i O EZEANELXIRNEZDTE, FRAHHEE TRIEFRKRIKAE 740% i
; O L3 T Eclipse ELIXIRIE S i
> W . . . . . i
0 EGERONRLEASEORSTEN FERMESE RTOHR Eiir. Effective object-oriented program repair, ASE-2017 |
| O DAEEBEELSR%H, BEARES NN TEAERIT, SN REHLESEEEGEET Harnessing evolution for multi-hunk program repair, ICSE-2019 i
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»  KIEEIXSAPRITHARERIH T EHEF

- APR Patch
- :  Approach Candidate  :
Buggy i " A ! 1 Pass Y%
= i 7. . -
Program — T —) — | e— Test —
l A Ranked List § : n

[Tme I Fault an : : .
il Localization of Suspicious & f = Fal—ll Pl:u:lzle

=== Tools Code & : AL

Locations

R bR E oL

Listing 2: TBar Lang57 Patch #1 (incorrect)

T HERK

#N T LGHIE

Listing 4: SimFix Closure57 Patch #1 (incorrect)

// Legend: token prob = 0.5 p > 0.1 p > 0.01 p <= 0.01

-220,7 +220,7
(...) boolean isAvailableLocale (Locale locale) {
return cAvailablelocaleSet.contains(locale);
+ return (cAvailablelLocaleSet.contains(locale))
+ || (locale.getVariant().length() > 0);

S S

-194,9 +194,16

Node target
if (target !
className

callee.getNext();
null) {
target.getString();

}
if(child!=null){
className=child.getString();
}
}

Listing 5: SimFix Closure57 Patch #27 (correct)

Listing 3: TBar Lang57 Patch #37 (correct)

-220,7 +220,7
(...) boolean isAvailablelocale (Locale locale) {
return cAvailablelocaleSet.contains(locale);

+

-194,9 +194,16

Node target = callee.getNext();

if (target !'= null) {

if(target!=null&&target.getType()==Token.STRING){
className=target.getString();

+ return availablelLocalelList().contains(locale);
}
Il better B same I worse
EHISNMAPRIR&ERDefects4)J4h TRIGLGR
TBar

Default LM —
APR Tool B S L b B S L SimFix
TBar 29 2 15 .024 40 1 5 <01 AVATAR
SimFix 16 2 3 <01 14 2 5 .031 KPAR
AVATAR 12 0 11 ) 15 1 6 .020
kPAR 17 0 7 031 16 0 8 .075 FixMiner
FixMiner 20 0 6 <01 18 0 8 .037

0.0

AR SN AR iR & 2 T HE N EF RS X

Proportion

Language Models Can Prioritize Patches
for Practical Program Patching

Sungmin Kang

Shin Yoo

KAIST KAIST

Daejeon, South Korea
sungmin kang@kaist.ac.kr

Daejeon, South Korea
shin.yoo@kaist.ac.kr

Repair
Tool

Buggy
Code

OT®

(a) Generate Patches

v v y v

Tool:
1st

Tool: Tool: Tool: Tool:
2nd 3rd 4‘th 5th

(b) Evaluate Naturalness

2 v
‘Tool: ' ‘Tool: '
3r~d 4th

(c) Aggregate and Reorder

— () Validate in order [r———-

Al* EMEFﬁH&‘ﬁ#lE%.
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»  HiE{#EHECodex{€EQuixBugshiiBug

Can OpenAl’s Codex Fix Bugs?

An evaluation on QuixBugs

Julian Aron Prenner Hlib Babii Romain Robbes
prenner@inf.unibz.it Hlib.Babii@stud-inf.unibz.it rrobbes@unibz.it
OpenAI COdGX Free University of Bozen-Bolzano Free University of Bozen-Bolzano Free University of Bozen-Bolzano
Italy Ttaly Ttaly
Prompt
. . . . . 3, A\ .
### fix the bug in the following function QUIXBUQSEIE%HE%J:H(JQMIEQE% .

<buggy function and/or docstring here> Java Python

_ _ DeepDebug [7] - 21

### fixed function CoCoNuT [19] 13 19
CURE [10] 26 -
Codex 14 23/211

1. Code only: BBUgRYEREL.
2. Code with hint: ### I27RBugiV1T{iI&. FF5M[E: Fine-Tuning.
3. Code with docstring . BBugRICIBFIERRITNRE A

AR ShER (R & 2 T 3\ B AT NDD A'**f*f”ﬁﬂ%’ﬁ
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» BHEFEINREES

Less Training, More Repairing Please:
Revisiting Automated Program Repair via Zero-Shot Learning

Chungiu Steven Xia Lingming Zhang
Pre-trained CodeBert Model University of Tllinois Urbana-Champaign University of llinois Urbana-Champaign
3 3 chungiuz@illinois.edu lingming@illinois.edu

Context Before

Context Before

Context Before

Context Befor: Context Befor

public LegendItemCollection getlLegendItems() {
LegendItemCollection result = new LegendItemCollection();
if (this.plot == null) {

Léontext Before Context Befor

Buggy ! Context Before| 2 Agontext Before [ € Context Before €
Project Buggy Line Context Before Context Before
Context After Mask Line r Plausible Fix

Context After Context After [

Context After

Context After

Context Before [
Context Before|
Candidate Fix |
Context After

Context Before|
Context Before

Candidate Fix |
Context After [

Context After Context After Context After
Context — return result;
Slljgggnt:;z: Mapsrkoecdeslsnepdut Cs;:éﬂz;e RankePdathahnedsldate Rankelifiatpclhaeussmle befo re } . . .
i int index = this.plot.getIndexOf(this);
Decoder | Encoder | Uec?der CategoryDataset dataset = this.plot.getDataset(index);
' Encoder | B
u .
l I i rd if (dataset != null) {
I want to build a repair | ‘ I <mask> to build a <mask> | to repair I a build want ‘
return result;
Decoder Only Encoder Only Encoder-Decoder }
GPT BERT T5 i i
b) Large Language Model Overview Context int seriesCount = dataset.getRowCount();
R R ——  after if (plot.getRowRenderingOrder().equals(SortOrder.ASCENDING)) {
N, - . - . -
DefeCtSLI_J%/E';EKE/\J%IIEzE for (int i = ©; i < seriesCount; i++) {
Project ‘ AlphaRepair Recoder| TBar | CURE |COCoNuT| PraPR ‘ DLFix | SequenceR if (1sSerlesV1s:_LbleInLegend(1)) { . .
- LegendItem item = getlLegendItem(index, 1i);
Chart 9 10 11 10 7 7 5 3
Closure 23 21 16 14 9 12 11 :
Lang 13 11 13 9 7 6 2
Math 21 18 22 19 16 10 13 6 ‘
Mockito 5 2 3 4 4 3 1 0 Tokenization
Time 3 3 3 1 1 3 2 0 3 St t
Total Correct / Plausible 74/ 109 65/112 | 68/95 | 57/104 | 44/85 | 41/ 146 | 40/ 68 IV ETI| — ructure Max 512
| |
. Nap=3 {]qfs'\ + I ken \
QuixBu S%/EKE‘ -—\_‘L'LIEén /*if (dataset != null) {*/ tokens
| Tool AlphaRepair | CURE | DeepDebug | Recoder | CoCoNuT | Comment Context Mask Context
Java 28/ 30 26/ 35 - /- 17 /17 13/ 20 | buggy line before  Line after
| Python || 27/32 | -/- 21/22 /- 19/21 Candidate Ranked Candidate Ranked Plausible
Patches Patches Patches

AR ShER (R & 2 T 3\ B AT ND ﬁ!;iﬁgitﬁﬂa’%fﬁiﬁ%% y
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Explainable Automated Debugging via

» E ? e u -— *sl ﬁﬁg‘ zm /ey Ig Large Language Model-driven Scientific Debugging
. * in Kang® ei Chen
*Eigzm ** ‘ ﬂ BH ‘ ég sunpiuinidug@iais%ac,kr bei.che]:@niirosoﬂ.com
Liked Run - BIP0e6 [ Disliked Run - BIP@O2

def test_chunked_request_uppercase(self): .. Prompt def test_bp_middleware_order(app): .
Transfer-Encoding: Chunked .. (Failing Test) assert order == [1, 2, 3, 4, 5, 6]

Step 1. Step 1.

Hypothesis: The function is not handling the uppercase ‘Chunked"'

Hypothesis: ... the program is appending the middleware in the
header correctly (W)

wrong order. (4))

Y

Prediction: IfI print headers.get("“Transfer-Encoding”), ... it will Hypothesize

be 'Chunked".

Experiment: b tornado/httplconnection.py:568 ;; c ;; p
headers.get("Transfer-Encoding")

Observation: ‘' Chunked'
Conclusion: The hypothesis is supported.

Prediction: If [ print ... at line 656, the order of the middleware will be

Observe incorrect.
Experiment:b sanic/app.py:656 ;; € ;; p -

Conclude Observation: [The breakpoint 5‘]55%1»;!%” Hj _I—_EE% E/\] I)_kﬁ','ﬁ .

Conclusion: The hypothesis is

Step 2.

Step 2.

I & H >

Hypothesis: Changing ... to headers.get(“Transfer-Encoding”)
.lower() ..., the failing test will pass (#f)

Prediction: If I change ... to headers.get("Transfer-Encoding")
.lower() == "chunked" ..., the failing test will pass.

v Hypothesis: The test is incorrect (4))

Hypothesize

Prediction: If | print order at line 66, the order of the middleware will be

9600, 00

Experiment: REPLACE (568, .., Observe correct.
"headers.get(\"Transfer-Encoding\").lower() == Experiment: b sanic/app.py:66 ;; ¢ ;; p order
\"chunked\"") AND RUN Conclude Observation: [The breakpoint was not covered.]

Observation: [The failing test now passes.] Conclusion: The hypothesis is undecided due to experiment error.

Conclusion: The hypothesis is supported. <DEBUGGING DONE>

Generated Fix ! Generated Fix

Adds . lower () to header checking expression. ° Suggest Changes all append method calls to appendleft method calls.
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»  IERIURYERIEBEES

The following code is buggy.

def sieve(max): CONVERSATIONAL AUTOMATED PROGRAM REPAIR
def sieve(max): A= O (1
primes = [] for n in range(2, max):
for n in range(2, max): ' I if any(n¥p for p in primes): Chungiu Steven Xia, Lingming Zhang
if any(n¥%p for p in primes): primes.append(n) University of Ilinois at Urbana-Champaign
primes.append(n) return primes {chungiu2, lingming}@illinois.edu
return primes original buggy function
Please provide a fixed version. I del
. sample mode
gﬂltlal def sieve(max): Turn 1: o e
rompt primes = []
o for n in range(2, max+l): §§
if not any(n%p for p in primes): ~
e : Q HReE FayISiFeE s
return primes i o uIXBugS 1 W =] .
The fixed version is still not correct. sample i .
output i S Models QuixBugs-Java
sieve(4) returns [2, 4] but it should return [2, 3] e ‘:' i Sampling Conversational

| #citp  #tries  #c/tp  #tries
CoDEGEN-350M 4/4 24.2 5/5 23.5

Please provide a fixed version. Turn 2: o e e sample model

validation )
def sieve(max):
feedback primes = []

und

~
concatenate

@@

e for 2{121;?:§S(iérmsxir:| — e S CoDEGEN-2B 12/ 14 18.8 15716 16.4
primes.append(n) i % CODEGEN—6B 18 / 20 198 22 / 22 135

s CODEGEN-16B 24/125 145 28/29 13.2

The fixed version is still not correct. sz’gﬁi: i : """""""""" e Codex 28 /30 7.2 20/ 30 57

sieve(2) returns [] but it should return [2] sample model -
- - - Turn 3: o e e e Models QuixBugs-Python

Please provide a fixed version. Sampling Conversational

ETTTE _ g . .
feedback | o7 sieve(nan: 3 s Hop  #tries  #o/Mp  Htries
o e ai1nip For p In prines) st tevetmen 2 CODEGEN-350M | 7/10 205 8/11 184
gy e | prives =1 e, e CODEGEN-2B 22/23 166 25/26 143
o . . ! sample if all(ng% pJ'For p.in primes): CODEGEN—GB 22 / 24 14.0 27 / 28 12.1
vzgidaﬁ?)i version is correct! output . pr.‘imes.appeﬂd(n) CoDEGEN-16B 29 /29 56 30/ 30 4.8
Feedback e i _ Codex 29 /30 46 30/30 3.8

plausible patch
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(1)

BEFKIREIRIEREESE

SEE I TN RE R AY 4 BY

Example (O

Example Bug

Bug Fix
Example

Example Fix

# Provide a fix for the buggy function
# Buggy Function
def fibonacci(n):
if n == @:
return @
elif n 1orn
return 1
else:

# Fixed Function
def fibonacci(n):
if n ==
return @
elif n==1 or n ==
return 1
else:

Example @

—

Previous Bu
and Fix

# Provide a fix for the buggy function
# Buggy Function

# Fixed Function

Buggy

Project

| Target Bug

# Provide a fix for the buggy function
# Buggy Function

{ bug }
# Fixed Function

AR TN IR iR &R =

AN FRTAE

(EER

(2) EHABEIES

primes = []
for n in range(2, max + 1):
<INFILL>
primes.append(n)
return primes

(3) (ZMN)RETRIBAIERK

prefix
Buggy
Function
suffix
prefix
Buggy | single
Function |line bug
suffix
prefix
Buggy
Function

primes = []
for n in range(2, max + 1):
<INFILL>
primes.append(n)
return primes

a)

primes = []
for n in range(2, max + 1):

Al* EMEFEH&"ﬁ?IE%‘,

AI*software Develo@wnt D|g|ta| stlrnmlt
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Keep the Conversation Going:

» Fixing 162 out of 337 bugs for $0.42 each using ChatGPT
BETARERIRIEES: XiGPromptzl oo
University of ]].I:inois.U.rba?afChampaign University. of ]].I.inois.U.rba.na—Champaign

chungiu2@illinois.edu lingming @illinois.edu

The following code contains a buggy hunk that has been removed.

You are an Automated Program Repair Tool n ‘I o
e i
g . : ISType result = builder.build(); 2
o Few-Shot Examples - | >»> [ INFILL ] <<< =
+ The following code contains a buggy line that has been removed. _ : return result: ﬂl’
o : i< i<Obi . -
. . else if (this.isObject() && that.isObject
= ) e Previous Bug Fixes | : ( ject() jectO) s
o JSType result = builder.build(); o | =
"6; >>> [ INFILL ] <<< JSType result = builder.build(); ! o 5]
c return result; if (result != null) { : This was the original buggy hunk which was removed by the infill 3
o } else if (this.isObject() && that.isObject()) { return result; I location g
o } else if (this.isObject() && 1 +
o & that.isobject()) { : ‘:‘._‘ "
g_ El;i:t::)? the original buggy line which was removed by the infill Buggy Function i The following code contains a bUQ é
. - =
E if (result 1= null} { Error: assertion failed on line: .... : :_ISTl"pe result = builder.build(); ﬂl)
“The code fails on this test: _ _ _ | if (result != null) { 5
Q. | testGreatestSubtypeUnionTypess() Error= assertion failed on line: ..., I return result; £
—l on this test line: \ — - } else if (this.isObject() && that.isObject()) { @ @
[+] assertEquals(NO_OBJECT_TYPE, Mmoo _Ea_]'!' J_.I'I_g_ Ee_s;t_l_"fg e /] ‘:-
o=l | errUnion.getGreatestSubtype (STRING_OBJECT_TYPE)); ) - g
= “with the following test error: i e =2 ' =
e 5t Pravige e otact e e it ocation Dortecapacicno () CrrcrToveer  Thecodefatsontis est 3
o | O : .‘f %
= +
[T} compile & test The correct line at the infill location would be The following code contains a buggy line that has been removed. g
_g The fixed version is still not correct. A : } . . o -
o code has the following compilation error: [ if (!(result instanceof NOObJECtType)_J_Q{_‘ JSType result = builder.build(); (o)
Q error: cannot find symbol (NoObjectType) | S '%l >»> [ INFILL ] <<<
@ ease provide the correct line at the infill Tocation. — return result; L)
L : T " Sorry for the mistake, the correct line at the infill } else if (this.isObject() && that.isObject()) { ;
= location should be ..
c c
S compile & test -1— if (!(result instanceof UnmnType)) & | 2
+ The fixed version is still not correct. l% Tt can be fixed by thes ossible lines ) ) ) o
© ill does not fix the original test failure R Y Here is another possible fixed line: =
) Apologies for the mistake, the correct line at the infill 1. if (lresult. isNoTy pe()) { L ° o
; compile & test location should be 2 * r—-. o
. | - AL
2 The patch passes all tests! if (Iresult.isNoType()) { :ﬁf@‘ 3. .. } I compile & pt
o) ) L i I Please generate an alternative fix line. g&= 2 f ¢ o
(&) = es =
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»  BEFXEBREREES: SWEIRNGR

Chungiu Steven Xia
University of Illinois
Urbana-Champaign

Yifeng Ding
University of Illinois
Urbana-Champaign

Revisiting the Plastic Surgery Hypothesis
via Large Language Models

Lingming Zhang
University of Illinois
Urbana-Champaign

linois.edu lingming@illinois.edu
A .masked span token A ... generated code
CategoryDataset dataset = CategoryDataset dataset =
this.plot.getDataset(index); Large this.plot.getDataset(index);
if ( { » Language » if ([dataset == null)) {
rn_result return result;
) dataset != null Model ) ;
original buggy code
Cloze Input Generated Patch
2 ] s
1. ARsRLAIHE 2. mEERAY
___________________________________________________ |
I I
e | 4 - —=—>| if (dataset == null) { | :
I =
| his.plot.getIndex0f(this); | : Int index = |
: generate Tnt index = : :atzgzr;;aiztsez Getaset < lseleclt' se:tngle t:ﬂi::e th;&plct@etlndexﬂf(this); |
T index = ([ e ndexF (this); H this.plot.getData | in mp CategoryDataset dataset = AN |
this.plot.getIndexOf(this); : training CategoryDataset dataset = 1 . set(index); I ‘this.plot.getData l' del |
e ion ||| | data e e ! et et | 1. complete mask 5] copa:1> dataset = vt [ POPT |
set(index); ——e (i nu; < :1> plot.ge 5 R
et ¢ |fl N g gz bl || e ! | e e mask labels i
3 return result; : )_, <::::E:> _reiult; ot model I dataset.getRowCount () ; 1 3. template mask s int seriesCount = I
it || e R, pttoncunc) nodel | Imeemiiied 1 repair templates decmset gethanc0: |} | Repair-
: masked functions mask labels : Fine-tuned source functions | - I (?I‘lented
source functions | i Model ? | masked functions | Fine-tuned
1 : i t I Model
1 e Lememmm—m—m—mmmmmmmmmm—mm—m—mE—m—m—m—mEp;—m;—_E—;—mEp—m—mEp—mEp—Ep—Ep—Ep—_Ep—_Etp—_Ee;—Ee—Ee—Er—E—Er—Er—Er—Er—Er—Er—Ere—Ere—E e e e e e e e e — — —_———
: $ ;::zgnlg’ : Buggy Project
Buggy i 50% - i
JH R LT —— KA TIHES : BfGEE
) = = NS o
=

FRAMREANAREREZFAMBEREE

I==1EN

3. FRIRFFHEXAIPrompting

TR RAMESEAE.

FAZHRGEEE, $RETX, ML,

Al* EM!HH&@?E%
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»  BEFXEBIRERIEES: MIRSH

1 BMfEREHoE, RREZIWH TRIEERESD, BERBR.

2. BARE T RERLITHRR, NEREEZE —LReE, EIanAERNRERGHF AEREA
BITEE. SnHREAETH, KERERNTREATRD, 2ELEENRERRD.

3. FEAEHRKEEINER TRNSEHITHIARRES AEEE SR

4. FBEMBRITERPE DAY E AR R - (£ HREE A EIERIARERR, S ERBERF T,
JESERAELIEEZ, e T ONRIBEESCRERIRME, EARBEIERE SRS EREE

W

BRI EE,
5. BERSUIIAEEAE R R 0] RILE RIS BRI A TR,
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